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Add initial exploit for CVE-2019-0708, BlueKeep #12283
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This PR adds an exploit module for COVE-2019-0708, aka BluekKeep, exploiting 2 remote Windows

oM bus

kernel use-zfter-free vulnerability viz RDP. The RDP termdd sys driver improperly handles binds to

Asrin
internal-onty channel M5_T120, sllowing a malfermed Disconnect Provider Indication message to Semgnie
cause use-zfter-free. With = controllzble data/size remote nonpaged pocl spray, 2n indirect czll gadget Mz zn
of the freed channel is used to achieve arbitrary code execution

Labsls

This medule was oniginally developed by @zerosumOx0 and @ryhanson, then further moved zlong

by @0J, @zeroSteiner, @rickoates, @wwu-r7, @bwatters-rT, @wchen-rT, @tsellers-r7, @todb-r7 _
and others. The module was ported from 2 Python external medule to 2 native Ruby module in order —
1o take advantage of the RDP and other library enhancements in Metasploit The odginzl Python

madule is in the commit history if you wish to examine and compare it the the cumrent —

implementation.

The module currently targets 64-bit versions of Windows 7 and Windows Server 2008 R2. For Windows
Server 2008 R2. a registry entry needs to be modified to enable heap grooming wis the RDPSND

estong
channel, though there remain other possibilities to explore for uzsing sfternate channels that are
enabled by default on all Windows OSes. -
The module is cumently ranked 2s Ranusl |, 2= the user needs to supply sdditionsl target information or rticipants

risk erashing the target host The module implements 2 default fingerprint-only TARGET option that
Jjust checks for & vulnerable host and displays some initizl infermation about the specific target 05, but ' @
the uzer will need to specify a more exact target based on secondary recon, or until further a fi
improvements in this module enable more accurate determination of the target kernel memaory layout e
[ )

at runtime. g1

There are specific targets for bare-metal Virtuzlbox, Viiware, and Hyper-V. though there may be
additional varizbles in your target environment that additionzlly shift the base address for grooming,
so we welcome any ideas from the community for sutomatically detecting this instead!
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https://github.com/rapid7/metasploit-framework/pull/12283?from=timeline&isappinstalled=0

https://github.com/rapid7/metasploit-framework/pull/12283 /files
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https://support.microsoft.com/en-ca/help/4500705/customer-guidance-for-cve-2019-0708
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708
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® Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-based Systems Service Packl

® Windows Server 2008 for 32-bit SystemsService Pack 2

® Windows Server 2008 for 32-bit SystemsService Pack 2 (Server Core installation)

® Windows Server 2008 for Itanium-Based SystemsService Pack 2

® Windows Server 2008 for x64-based SystemsService Pack 2

® Windows Server 2008 for x64-based SystemsService Pack 2 (Server Core installatio
n)

® Windows Server 2008 R2 for Itanium-BasedSystems Service Pack 1

Windows Server 2008 R2 for x64-based SystemsService Pack 1

® Windows Server 2008 R2 for x64-based SystemsService Pack 1 (Server Core install
ation)

® Windows Server 2003 SP2 x86 (M5 iL4E3)

® Windows Server 2003 x64 Edition SP2 (M5 1L4EH)
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® Windows XP SP3 x86 (M= 1L4EH)
® \Windows XP Professional x64 Edition SP2 (& 1L-4EP)
® Windows XP Embedded SP3 x86 (. {Z1L4EH)
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® Windows 8

() Windows 10
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https://cloud.nsfocus.com/megi/holes/hole_WindowsRDP_2019 5 15.html
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https://cloud.nsfocus.com/#/secwarning/secwarning_news
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Windows 7 x86

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.1-kb4499175-x86 6f1319c32d5b
c4caf2058ae8ff40789ab10bf41b.msu

Windows 7 x64

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.1-kb4499175-x64_3704acfff45ddf
163d8049683d5a3b75e49b58ch.msu

Windows Embedded
Standard 7 for x64

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.1-kb4499175-x64_3704acfff45ddf
163d8049683d5a3b75e49b58ch.msu

Windows Embedded
Standard 7 for x86

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.1-kb4499175-x86_6f1319c32d5b
c4caf2058ae8ff40789ab10bf41b.msu

Windows Server 2008 x64

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.0-kb4499149-x64 9236b098f7ce
a864f7638e7d4b77aa8f81f70fd6.msu

Windows Server 2008

[tanium

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.0-kb4499180-ia64 805e448d48a
b8b1401377ab9845f39elcae836d4.msu

Windows Server 2008 x86

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.0-kb4499149-x86_832cf179b302
b861c83f2a92acc5e2a152405377.msu

Windows Server 2008 R2

[tanium

http://download.windowsupdate.com/c/msdownload/update/soft
ware/secu/2019/05/windows6.1-kb4499175-ia64 fabc8e54caal
d3la5abe8alOb347abd4a77aa98c36.msu

Windows Server 2008 R2
X64

http://download.windowsupdate.com/d/msdownload/update/soft
ware/secu/2019/05/windows6.1-kb4499175-x64_3704acfff45ddf
163d8049683d5a3b75e49b58ch.msu

Windows Server 2003 x86

http://download.windowsupdate.com/d/csa/csa/secu/2019/04/wi
ndowsserver2003-kb4500331-x86-custom-chs_4892823f525d9
d532ed3ae36fc440338d2b46a72.exe
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Windows Server 2003 x64 | http://download.windowsupdate.com/d/csa/csa/secu/2019/04/wi
ndowsserver2003-kb4500331-x64-custom-chs_f2f949a9a764ff9
3eal3095a0acalfc507320d3c.exe

Windows XP SP3 http://download.windowsupdate.com/c/csa/csa/secu/2019/04/wi
ndowsxp-kb4500331-x86-custom-chs_718543e86e06b08b5688
26ac13c05f967392238c.exe

Windows XP SP2 for x64 | http://download.windowsupdate.com/d/csa/csa/secu/2019/04/wi
ndowsserver2003-kb4500331-x64-custom-enu_e2fd240c40213
4839cfa22227blla5ec80ddafcf.exe

Windows XP SP3 for XPe | http://download.windowsupdate.com/d/csa/csa/secu/2019/04/wi
ndowsxp-kb4500331-x86-embedded-custom-chs_96da48aaa9d
9bcfe6cd820f239db2fe96500bfae.exe

WES09 and POSReady | http://download.windowsupdate.com/d/msdownload/update/soft
2009 ware/secu/2019/04/windowsxp-kb4500331-x86-embedded-chs_
e3fceca22313cab5cdda811f49a606a6632b51clc.exe
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