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https://nextjs.org/blog/CVE-2025-66478
https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server-compone

nts

© 2025 R W NI



=-NSFOCUS

—. ®EieE

SR MRRA

® React Server = 19.0.0

® React Server =19.1.0

® React Server = 19.1.1

® React Server = 19.2.0

#: B35 react-server-dom-webpack/react-server-dom-parcel/react-server-dom-turbopack
® 15.0.0 <= Next.js <= 15.0.4

® 15.1.0 <= Next.js <= 15.1.8

® 15.2.0 <= Next.js <= 15.5.6

® 16.0.0 <= Next.js <= 16.0.6

® Next.js >= 14.3.0-canary.77

7E: react-router, waku, @parcel/rsc, @vitejs/plugin-rsc. rwsdk I RedwoodJS (RSC ## 1K)
SR React FAEZE/ T H AW AT 58 2 520 .

TR

® React Server = 19.0.1
® React Server = 19.1.2
® React Server = 19.2.1
® Next.js = 13.x

® Next.js = 14.x

® Next.js >= 15.0.5

® Next.js >=15.1.9

® Next.js >=15.2.6

® Next.js >= 15.3.6

® Next.js >= 15.4.8

® Next.js >= 15.5.7

® Next.js >=16.0.7

7: {Wf# ] Client Components (Pages Router) 1 Edge Runtime ] Next.js i F 452 40
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xR BB ENR TR (EZ) C5CHF Next.js 1k 55 1R 5T CVE-2025-55182 i
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2025-12-04 11:01: [es.go: 202] can't found es config,will not use es
2025-12-04 11:01: [util.go:62] load subdomain api subdomain_api_anubis.yaml success
2025-12-04 11:01: [util.go:62] load subdomain api subdomain_api_crt.yaml success
2025-12-04 11:01: [util.go:62] load subdomain api subdomain_api_ip138.yaml success
2025-12-04 11:01: [util.go:62] load subdomain api subdomain apl rapid7.yaml success
2025-12-04 11:01: [util.go:62] load subdomain api subdomain_api_riddler.yaml success
2025-12-04 11:01: il.go: load subdomain api subdomain_api_sublist3r.yaml success
2025-12-04 11:01: i load subdomain api yaml rule: 6
2025-12-04 11:01: i 547] use_poc/total_poc: 1/4844
2025-12-04 11:01: ils. 566] type:Perfolder level:critical name:poc-yaml-react-rsc-rce-cve-2025-55182
2025-12-04 11:01: [runner.go:167] starting mitm server listen on: 127.0.0.1:2222

[*] done http: 0 http:0, undo_port:0, undo_task:@, req:1/1, finger:0, vuln:0

ct —cve-2025-55182]

2 hl’tp://local

[*] done_http:1, undo_http:@, undo_port:0, undo_task:0, req:1/2, finger:@, vuln:1
T H F#554%: https://github.com/m-sec-org/EZ/releases
B PETEM M-SEC #:[X (https://msec.nsfocus.com) HIi&IE 534715 ] -
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HATE T CRAHRAER T BRI, 352500 0 PR R TR R BT B4, T3k
BE4%: https://github.com/facebook/react/releases
https://github.com/vercel/next.js/tags
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