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¥} Windows. Microsoft Office. Microsoft Visual Studio. Azure %] 2% [1]=
HA G FERRIETT . AR AT 55 s fE I 2 Y
AR SRR, eEARE YK (Critical) KsIHA 34, HZE (Im
portant) JwiiAH 62 1>, $1%% (Moderate) JwiliH 14, HiktHE 9 AYIEEN 20 4 Mic
rosoft Edge (Chromium)ifgiii. et *f S S A1) Microsoft MSHTML Sz F2 ARG
17T (CVE-2021-40444) %A FA2EANT, Wil EXP &a)F, HMWBERMHE, %R
FHZ CERT 19 H 8 HEH T thifsi K AT 1 .

TG PR IREE AN T HET B9, RIS RE S H K.

SKUTEZEIWERA (RSAS) CRAFEKILIKN T R KER - I i I 68 71
(&8#5 CVE-2021-36965. CVE-2021-26435. CVE-2021-36952. CVE-2021-26435 F &G
R, HHEXH P RESETEZEE RARSHE G RERES, KNAHKE V6.0R
02F01.2408, EM4%E#E:: http://lupdate.nsfocus.com/update/listRsasDetail/v/vulsys
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https://msrc.microsoft.com/update-guide/en-us/releaseNote/2021-Sep
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Open Management Infrastructure ;ZfERIEHATIRIF (CVE-2021-38647) :

FERCE BT B (OMI) 2 —MFIRIE, SE#t—B I % DMTF CIM/WBEM #xifE
AR PR RS . SCHRERZ 0K UNIX A Linux REEATIR, REFHAIERSTE nh@Es
HTTPS WM IE R AR B 2] H bR R A OMI 3 1 (BRI 5986) , Al SEliz FEAR D Hh
17, CVSS i¥4r 5 9.8.
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38647
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Microsoft MSHTML ZEAEHATIRIA (CVE-2021-40444) :

MSHTML (X FRA Trident) ZFAEE RN Internet Explorer 3 %28 5] %, T Office M
TR, LAfE Word. Excel B¢ PowerPoint SCESH 23 Web FE& (N A . Bty & ml i i /%
B ActiveX #E HAEFEE X V28 2351 BE 1K) Microsoft Office XYM A, DI S H TGS
SRR, ATAE HAR RS ELLZ A P BERBUTAE RS . JWIH EXP CAFF, HARMAEEFH.
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444

Windows [ 5 2 745K IR iR¥IA (CVE-2021-26435)

Windows I A% 51 47 6 P AF R IR IR, T RIS et 3 et HCOR 2 55U 40 98 2 0 s 4T T
RSO, il AR NI AE B Bs R 48 BT HEE A . CVSS: 8.1,

BT I8

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26435

Windows WLAN AutoConfig Service ZfERBEHATIRIE (CVE-2021-36965)

08 WY 2 Rl 2 R e R S BLAE H AR R 42 B LD SYSTEM BURIZFEAUAS AT, H
ATEM A H.

B 7 I R

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36965

Windows Print Spooler X fR#EFIRIF (CVE-2021-38671/CVE-2021-38667/CVE-202
1-40447) :

Print Spooler 7& Windows F 4t H1 & BT EIAH G H 55 IR 55, H T8 BT A Hb AN 24 4T Bl
BAZ 4z A 4T BN LA . Windows Print Spooler HI/A7E 2 MR EE AT, 2238 5 A IERY
A e 2 A P SR AT E H bR R G2 B3R T2 SYSTEM AR .

B 7

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38671

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38667

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40447
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CVE-2021-3864
7

Azure Open Management Infrastructure

CVE-2021-4044
4
CVE-2021-2643
5
CVE-2021-3696
5
CVE-2021-3866
7
CVE-2021-3867
1
CVE-2021-4044
7

Windows Server, version 20H2 (Server Core Installation)
Windows Server, version 2004 (Server Core installation)
Windows Server 2022 (Server Core installation)

Windows Server 2022
Windows Server 2019
Windows Server 2019
Windows Server 2016
Windows Server 2016

(Server Core installation)

(Server Core installation)

Windows Server 2012 R2 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 (Server Core installation)

Windows Server 2012

Windows Server 2008 for x64-based Systems Service Pack 2
(Server Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Serv
er Core installation)

Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2008 R2 for x64-based Systems Service Pack
1 (Server Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack
1

Windows RT 8.1

Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows 7 for x64-based Systems Service Pack 1
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Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Windows 7 for 32-bit Systems Service Pack 1

10 for x64-based Systems
10 for 32-bit Systems

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version
Version

Version

21H1 for x64-based Systems
21H1 for ARM64-based Systems
21H1 for 32-bit Systems

20H2 for x64-based Systems
20H2 for ARM64-based Systems
20H2 for 32-bit Systems

2004 for x64-based Systems
2004 for ARM64-based Systems
2004 for 32-bit Systems

1909 for x64-based Systems
1909 for ARM64-based Systems
1909 for 32-bit Systems

1809 for x64-based Systems
1809 for ARM64-based Systems
1809 for 32-bit Systems

1607 for x64-based Systems
1607 for 32-bit Systems
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https://msrc.microsoft.com/update-guide/en-us/releaseNote/2021-Sep
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= CVE %5 Tl EERE
Windows WLAN AutoConfig
Windows CVE-2021-36965 o . Critical
Service RIS HAT IR
Windows Scripting Engine P77
Windows CVE-2021-26435 o Critical
it 2 I R
Open Management
Azure CVE-2021-38647 B . Critical
Infrastructure ZEFEARAS AT IR
Microsoft Visual - .
CVE-2021-36952 | Visual Studio ZF2RSH 4TI | Important
Studio
Windows Bind Filter Driver £}
Windows CVE-2021-36954 o Important
ST
Windows Common Log File
Windows CVE-2021-36955 o Important
System Driver AR #27IR iR
Windows Authenticode 13k i
Windows CVE-2021-36959 . Important
VA
Windows CVE-2021-36960 | Windows SMB {5 28 # i | Important
Windows CVE-2021-36961 | Windows Installer 1544k 55RiF | Important
Windows CVE-2021-36962 | Windows Installer {5237 | Important
Windows Common Log File
Windows CVE-2021-36963 e Important
System Driver AR 7IRiF
Windows Event Tracing #{fE#%
Windows CVE-2021-36964 . Important
T+
Windows Subsystem for Linux
Windows CVE-2021-36966 o Important
FPR $2 T+ 1
Windows CVE-2021-36967 Windows WLAN AutoConfig Important
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Windows CVE-2021-36968 | Windows DNS #([R$ZFJwIH | Important
Windows Redirected Drive
Windows CVE-2021-36969 | Buffering SubSystem Driver {5 | Important
B I
Windows CVE-2021-36972 | Windows SMB {5 28 IWiH | Important
Windows Redirected Drive
Windows CVE-2021-36973 . Important
Buffering System A R 2T
Windows CVE-2021-36974 | Windows SMB HR#EFIEIH | Important
Windows CVE-2021-36975 Win32k #FR$E R Important
Microsoft Edge Microsoft Edge (Chromium-
CVE-2021-26436 L Important
(Chromium-based) based) IR Tt
Windows Key Storage Provider
Windows CVE-2021-38624 ) o Important
LA REST IR
Windows CVE-2021-38625 | Windows Kernel #R#EFiRIH | Important
Windows CVE-2021-38626 | Windows Kernel #R#ETHiRiF | Important
Windows Ancillary Function
Windows CVE-2021-38628 | Driver for WinSock #{[R#27tiF | Important
il
Windows Ancillary Function
Windows CVE-2021-38629 | Driver for WinSock =2 ## % | Important
il
Windows Event Tracing 3[R 2
Windows CVE-2021-38630 - Important
T+
Windows CVE-2021-38632 | BitLocker %4 1jfegeidiwiA | Important
Windows Common Log File
Windows CVE-2021-38633 - Important
System Driver AR 2T
Microsoft Windows Update
Windows CVE-2021-38634 - Important
Client BPR4E SRR
Windows Redirected Drive
Windows CVE-2021-38635 | Buffering SubSystem Driver {5 | Important
SR R U
Windows CVE-2021-38636 Windows Redirected Drive Important
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Buffering SubSystem Driver 13
B EE TR

Windows CVE-2021-38637 | Windows Storage 1 S i | Important
Windows Ancillary Function
Windows CVE-2021-38638 | Driver for WinSock FR#ETHW | Important
Il
Microsoft Edge Microsoft Edge for Android k%
CVE-2021-38641 o Important
(Chromium-based) Tl
Microsoft Edge N
CVE-2021-38642 | Microsoft Edge for iOS s | Important
(Chromium-based)
Open Management
Azure CVE-2021-38645 - Important
Infrastructure AR 2RI
Open Management
Azure CVE-2021-38648 o Important
Infrastructure AR TR
Open Management
Azure CVE-2021-38649 o Important
Infrastructure AR 2RI
Microsoft Edge Microsoft Edge (Chromium-
CVE-2021-38669 . Important
(Chromium-based) based) & w1
Visual Studio Code | CVE-2021-26437 | Visual Studio Code k3wl | Important
Microsoft Dynamics Business
Microsoft Dynamics | CVE-2021-40440 o Important
Central #53 JHIA R
Microsoft MSHTML iz ARk,
Windows CVE-2021-40444 P Important
17 Wi
Microsoft Edge Microsoft Edge (Chromium-
CVE-2021-36930 - Important
(Chromium-based) based) PR T IwFE
Azure CVE-2021-36956 | Azure Sphere {5 B & iR Important
Microsoft Visual .
CVE-2021-26434 |  Visual Studio #RHET I Important
Studio
Windows CVE-2021-38639 Win32k R Important
Microsoft MPEG-2 Video
Windows CVE-2021-38644 . o Important
Extension i fE AT IR
Microsoft Office Access
Microsoft Office CVE-2021-38646 Important

Connectivity Engine 2 fCHLHH,
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17
Microsoft Office CVE-2021-38650 Microsoft Office Il Important
Microsoft SharePoint Server X
Microsoft Office CVE-2021-38651 . Important
B s ]
Microsoft SharePoint Server &
Microsoft Office CVE-2021-38652 - Important
B i 7]
Microsoft Office Visio ZFE{UHE
Microsoft Office CVE-2021-38653 R Important
AT I
Microsoft Office Visio iZFEfth%
Microsoft Office CVE-2021-38654 R Important
AT I
Microsoft Excel izFEARALHAT IR
Microsoft Office CVE-2021-38655 . Important
TR
Microsoft Word iz F2 ST IR
Microsoft Office CVE-2021-38656 . Important
M
Microsoft Office Graphics
Microsoft Office CVE-2021-38657 N . Important
Component 15 545 &
Microsoft Office Graphics Zf%
Microsoft Office CVE-2021-38658 . P Important
ARG IAT IR TR
Microsoft Office AL TR
Microsoft Office CVE-2021-38659 . Important
TR
Microsoft Office Graphics iZf%
Microsoft Office CVE-2021-38660 . J— Important
ARG AT I
HEVC Video Extensions 2/t
Windows CVE-2021-38661 o Important
AT IR R
Windows Print Spooler (4%
Windows CVE-2021-38667 - Important
THRR
Windows Print Spooler (4%
Windows CVE-2021-38671 . Important
T+
Windows Print Spooler R #2
Windows CVE-2021-40447 o Important
THRR
Microsoft Accessibility Insights
Azure CVE-2021-40448 N . Important
for Android {5 5.4 & el
Microsoft Edge for | CVE-2021-26439 | Microsoft Edge for Android 155 | Moderate

© 2021 PR

R NITHH]

-8 -




=-NSFOCUS

Android

I o

Microsoft Edge

Chromium: CVE-2021-30606

CVE-2021-30606 Unknown
(Chromium-based) Use after free in Blink
Microsoft Edge Chromium: CVE-2021-30607
CVE-2021-30607 Unknown
(Chromium-based) Use after free in Permissions
Microsoft Edge Chromium: CVE-2021-30608
CVE-2021-30608 Unknown
(Chromium-based) Use after free in Web Share
Microsoft Edge Chromium: CVE-2021-30609
CVE-2021-30609 Unknown
(Chromium-based) Use after free in Sign-In
Microsoft Edge Chromium: CVE-2021-30610
CVE-2021-30610 Unknown
(Chromium-based) Use after free in Extensions API
Microsoft Edge Chromium: CVE-2021-30611
CVE-2021-30611 Unknown
(Chromium-based) Use after free in WebRTC
Microsoft Edge Chromium: CVE-2021-30612
CVE-2021-30612 Unknown
(Chromium-based) Use after free in WebRTC
Microsoft Edge Chromium: CVE-2021-30613
CVE-2021-30613 Unknown
(Chromium-based) Use after free in Base internals
Microsoft Edge Chromium: CVE-2021-30614
CVE-2021-30614 Unknown
(Chromium-based) Heap buffer overflow in TabStrip
Chromium: CVE-2021-30615
Microsoft Edge
CVE-2021-30615 Cross-origin data leak in Unknown
(Chromium-based)
Navigation
Microsoft Edge Chromium: CVE-2021-30616
CVE-2021-30616 Unknown
(Chromium-based) Use after free in Media
Microsoft Edge Chromium: CVE-2021-30617
CVE-2021-30617 Unknown
(Chromium-based) Policy bypass in Blink
Chromium: CVE-2021-30618
Microsoft Edge
CVE-2021-30618 | Inappropriate implementation in | Unknown
(Chromium-based)
DevTools
Microsoft Edge Chromium: CVE-2021-30619 Ul
CVE-2021-30619 Unknown
(Chromium-based) Spoofing in Autofill
Microsoft Edge Chromium: CVE-2021-30620
CVE-2021-30620 Unknown

(Chromium-based)

Insufficient policy enforcement in
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Blink
Microsoft Edge Chromium: CVE-2021-30621 Ul
CVE-2021-30621 Unknown
(Chromium-based) Spoofing in Autofill

Chromium: CVE-2021-30622

Microsoft Edge
CVE-2021-30622 Use after free in WebApp Unknown

(Chromium-based)

Installs
Microsoft Edge Chromium: CVE-2021-30623
CVE-2021-30623 Unknown
(Chromium-based) Use after free in Bookmarks
Microsoft Edge Chromium: CVE-2021-30624
CVE-2021-30624 Unknown
(Chromium-based) Use after free in Autofill
Microsoft Edge Chromium: CVE-2021-30632
CVE-2021-30632 Unknown
(Chromium-based) Out of bounds write in V8
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ARG AN AT R AR W BEAFAE R 22 4z I, Sk SRR AN it 22 45 4 5 3R BT AT PRAIE 54
AV HTARRR. M2 4 05 ISR L HAE B AR T EL IR B TR A Ja 2R A g ok,
B E AN DT, xR L 2 e B AR E A N MR T 5T

2 SRR R 22 4 A KB ORI BEAL . IR B L FR b 22 e A, I IRIE L
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