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i B B AR

6 715 H, ZHFHL CERT WNZIFH A 6 H 28 T, B5 T 55 M4l
i, ¥ K Windows. Microsoft Office. SQL Server. .NET framework. HEVC Video Ext
ensions %) 2 A, I A FEARIE T m AR AR PAT 45 a SE e T 2R T

AR SRR, eEARE YK (Critical) KsHA 34, HZE (Im
portant) JEiFAA 52 4, HHEHE 14> 0day Jwi:

Microsoft Windows 2 T HE (MSDT) @ f L7 (CVE-2022-30190)

TS PSR F AN T HET B9, e RIS RIE S H K.

SETBRZEE RS (RSAS) TEAFIILIKAN T B H o K& 4w HA ge
(BFERAERED , FHXAPRESGETEEZETERE RSB GARBDRIES, K
F+2¢ %= V6.0R02F01.2709, BEM4%EE#:: http://lupdate.nsfocus.com/update/listRsasDetail

Ivivulsys

SR

https://msrc.microsoft.com/update-guide/releaseNote/2022-Jun

B Il ek

AR 7 St AT PR R G ] 2 A 7 b 2 B i v 60 5 S R BRI, TR A DG B
BEAT E

Microsoft Windows X #i2M T B (MSDT) A H#ATHIA (CVE-2022-3019
0 :

MSDT (Microsoft S fFi2li T.H) 2N E T Windows #AE R Gt 12 Wi f ik T

o AT T K B R office SCRYFI Microsoft Word (13 FEREAR Th AE SR BUAL & %

A3\ JavaScript /RS HTML S0/, Z3CAFFI A 'ms-msdt’ URI K447 % & PowerShell X,

. [EAERERE, ZINREZERZEHNEN T, hEedEid MSDT (Microsoft Support Dia
gnostics Tool) MJREHATAY, TETTIRE BEA R TR I REST MBI T, MR SR AT
N RTF A&, EERTETATIF SO, @i B 2 s o i P b ade 3 B mT e R sl 42 H AL
# EHAT powershell {5, %R PoC JHE AR O fkis, H O BIAEEE R .
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BT I8
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30190

Windows Installer $fR{#ZF ¥ (CVE-2022-30147) :

Windows Installer /#7EAUFR$EF A, H T Windows Installer H [))8 F F2 7 A< SEAT IE
T 22 4 BRI, BT (AN PR ) A st Bt 2 i a8 F i i gead 22 = PR, ANTTAE B AR R4 L
T+ Z2 SYSTEM BUR, HIEHM &L H.

BT I

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30147

Windows Network File System ZE(UAS#1TIwIA (CVE-2022-30136) :

Windows Network File System f7/E @2 HATIRI, HT%F Windows Network Fil
e System 1 SE AL RN ISR UEAFAE BRI, RZ B BIE Iz RE T ol 2w A 2% 3 1
H s 2 GUCERHR NFS 15K, H& S R G LEEHITIUWS, BHEFHH 2 H. C
VSS W h 9.8,

B 7 I R

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30136

Windows Advanced Local Procedure Call X [R#EF|-¥wiH (CVE-2022-30160) :

Windows Advanced Local Procedure Call f#7ERURFEF, T Windows Advan
ced Local Procedure Call i S FHAR 7 AR SEAT IERA B 22 BRI, BARBUR B 4 s e ot 2
I H IR gl 22 R, AE H AR R4 E3RTH 2 SYSTEM KR, HIEHHH AL
H,

B 78 R

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30160

Windows Kerberos f[R$EFw{H (CVE-2022-30165) :

Windows Kerberos f77ER SR & THR, P4 idid CredSSP @ 37 Tt 4k frr i #
i, 225 B Oy Y0 e R AR e T UM A e s iR BEAT AR $R 7T, 2 )5 #Bw Kerberos #E4T %
. CVSS W44 8.8.

B 7 I

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30165
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Windows ZEZHFXUjHE WX (LDAP) ZEMNMEHMITIRIA (CVE-2022-30161) :
A2 B IUE I R T3 v LLEE 75 3 P R e s 2 H U5 M P (LDAP) %% ) i 5
LE LDAP g5 asigss, HRAFECEEMSS S LDAP %/ i PE R AT . CVSS ¥
43H 8.8,
I8
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30161

Windows Hyper-V ZEREH#ITIRE (CVE-2022-30163) :
Windows Hyper-V & Microsoft [ A<l i AL E B 7, BRI IR iz A2 Bt 2 ] i
T Hyper-V guest AN R, & FEAE Hyper-V EHL ARG AT RIS,
73 R
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30163

Microsoft SharePoint Server ZFRMEHATIRIE (CVE-2022-30157) :
8 0d B 7y WAIE ) Bk 2 3 A AR o) AR B St i, BT P IR AT 3 BOE H AR RS
#r FIEREHATAD . ER R, Bah g b TR S R A 1R 5 2 Wik 1) SharePoint k55 3 6112
VU AR . CVSS 144 8.8,
78
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30157

A B ES
DA B SRR R T ) 32 5 0 77 R A, JHe A IR IR S M 7 ot Y BB 2 B B T o A
wiA% S SRS SR A
CVE-2022-3019 | Windows Server 2012 R2 (Server Core installation)
0 Windows Server 2012 R2

Windows Server 2012 (Server Core installation)

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack
1 (Server Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack

© 2022 SFEPHE
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1

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

RT 8.1

8.1 for x64-based systems

8.1 for 32-bit systems

7 for x64-based Systems Service Pack 1

7 for 32-bit Systems Service Pack 1

Server 2016 (Server Core installation)
Server 2016

10 Version 1607 for x64-based Systems

10 Version 1607 for 32-bit Systems

10 for x64-based Systems

10 for 32-bit Systems

10 Version 21H2 for x64-based Systems

10 Version 21H2 for ARM64-based Systems
10 Version 21H2 for 32-bit Systems

11 for ARM64-based Systems

11 for x64-based Systems

Server, version 20H2 (Server Core Installation)
10 Version 20H2 for ARM64-based Systems
10 Version 20H2 for 32-bit Systems

10 Version 20H2 for x64-based Systems
Server 2022 (Server Core installation)
Server 2022

10 Version 21H1 for 32-bit Systems

10 Version 21H1 for ARM64-based Systems
10 Version 21H1 for x64-based Systems
Server 2019 (Server Core installation)
Server 2019

10 Version 1809 for ARM64-based Systems
10 Version 1809 for x64-based Systems

10 Version 1809 for 32-bit Systems

CVE-2022-3014
7

Windows

Windows

Server 2012 R2 (Server Core installation)

Server 2012 R2
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Windows Server 2012 (Server Core installation)

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack
1 (Server Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack
1

Windows Server 2008 for x64-based Systems Service Pack 2
(Server Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Serv
er Core installation)

Windows Server 2008 for 32-bit Systems Service Pack 2
Windows RT 8.1

Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows 7 for x64-based Systems Service Pack 1

Windows 7 for 32-bit Systems Service Pack 1

Windows Server 2016 (Server Core installation)

Windows Server 2016

Windows 10 Version 1607 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 for 32-bit Systems

Windows 10 Version 21H2 for x64-based Systems

Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for 32-bit Systems

Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems

Windows 10 Version 20H2 for x64-based Systems

Windows Server 2022 Azure Edition Core Hotpatch

© 2022 SFEPHE
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Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Server 2022 (Server Core installation)
Server 2022

10 Version 21H1 for 32-bit Systems

10 Version 21H1 for ARM64-based Systems
10 Version 21H1 for x64-based Systems
Server 2019 (Server Core installation)
Server 2019

10 Version 1809 for ARM64-based Systems
10 Version 1809 for x64-based Systems

10 Version 1809 for 32-bit Systems

CVE-2022-3013
6

Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Server 2012 R2 (Server Core installation)
Server 2012 R2

Server 2012 (Server Core installation)
Server 2012

Server 2016 (Server Core installation)
Server 2016

Server 2019 (Server Core installation)
Server 2019

CVE-2022-3016
0

Windows
Windows
Windows
Windows

Windows

Server 2012 R2 (Server Core installation)

Server 2012 R2

Server 2012 (Server Core installation)

Server 2012

Server 2008 R2 for x64-based Systems Service Pack

1 (Server Core installation)

Windows
1

Windows

Server 2008 R2 for x64-based Systems Service Pack

Server 2008 for x64-based Systems Service Pack 2

(Server Core installation)

Windows

Windows

Server 2008 for x64-based Systems Service Pack 2
Server 2008 for 32-bit Systems Service Pack 2 (Serv

er Core installation)

Windows

Windows

Server 2008 for 32-bit Systems Service Pack 2
RT 8.1

© 2022 SFEPHE
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Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows 7 for x64-based Systems Service Pack 1
Windows 7 for 32-bit Systems Service Pack 1
Windows Server 2016 (Server Core installation)
Windows Server 2016

Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems

Windows 10 for 32-bit Systems

Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for x64-based Systems
Windows Server 2022 Azure Edition Core Hotpatch
Windows Server 2022 (Server Core installation)
Windows Server 2022

Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows Server 2019 (Server Core installation)
Windows Server 2019

Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems

CVE-2022-3016
5

Windows Server 2016 (Server Core installation)
Windows Server 2016
Windows 10 Version 1607 for x64-based Systems
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Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

10 Version 1607 for 32-bit Systems

10 Version 21H2 for x64-based Systems

10 Version 21H2 for ARM64-based Systems
10 Version 21H2 for 32-bit Systems

11 for ARM64-based Systems

11 for x64-based Systems

Server, version 20H2 (Server Core Installation)
10 Version 20H2 for ARM64-based Systems
10 Version 20H2 for 32-bit Systems

10 Version 20H2 for x64-based Systems
Server 2022 Azure Edition Core Hotpatch
Server 2022 (Server Core installation)
Server 2022

10 Version 21H1 for 32-bit Systems

10 Version 21H1 for ARM64-based Systems
10 Version 21H1 for x64-based Systems
Server 2019 (Server Core installation)
Server 2019

10 Version 1809 for ARM64-based Systems
10 Version 1809 for x64-based Systems

10 Version 1809 for 32-bit Systems

CVE-2022-3016
1

Windows
Windows
Windows
Windows

Windows

Server 2012 R2 (Server Core installation)

Server 2012 R2

Server 2012 (Server Core installation)

Server 2012

Server 2008 R2 for x64-based Systems Service Pack

1 (Server Core installation)

Windows
1

Windows

Server 2008 R2 for x64-based Systems Service Pack

Server 2008 for x64-based Systems Service Pack 2

(Server Core installation)

Windows

Windows

Server 2008 for x64-based Systems Service Pack 2
Server 2008 for 32-bit Systems Service Pack 2 (Serv
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Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Windows

er Core installation)

Server 2008 for 32-bit Systems Service Pack 2
RT 8.1

8.1 for x64-based systems

8.1 for 32-bit systems

7 for x64-based Systems Service Pack 1

7 for 32-bit Systems Service Pack 1

Server 2016 (Server Core installation)
Server 2016

10 Version 1607 for x64-based Systems

10 Version 1607 for 32-bit Systems

10 for x64-based Systems

10 for 32-bit Systems

10 Version 21H2 for x64-based Systems

10 Version 21H2 for ARM64-based Systems
10 Version 21H2 for 32-bit Systems

11 for ARM64-based Systems

11 for x64-based Systems

Server, version 20H2 (Server Core Installation)
10 Version 20H2 for ARM64-based Systems
10 Version 20H2 for 32-bit Systems

10 Version 20H2 for x64-based Systems
Server 2022 Azure Edition Core Hotpatch
Server 2022 (Server Core installation)
Server 2022

10 Version 21H1 for 32-bit Systems

10 Version 21H1 for ARM64-based Systems
10 Version 21H1 for x64-based Systems
Server 2019 (Server Core installation)
Server 2019

10 Version 1809 for ARM64-based Systems
10 Version 1809 for x64-based Systems

10 Version 1809 for 32-bit Systems

© 2022 SFEPHE
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CVE-2022-3016
3

Windows
Windows
Windows
Windows

Windows

Server 2012 R2 (Server Core installation)

Server 2012 R2

Server 2012 (Server Core installation)

Server 2012

Server 2008 R2 for x64-based Systems Service Pack

1 (Server Core installation)

Windows
1

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Server 2008 R2 for x64-based Systems Service Pack

8.1 for x64-based systems

7 for x64-based Systems Service Pack 1
Server 2016 (Server Core installation)
Server 2016

10 Version 1607 for x64-based Systems
10 for x64-based Systems

10 Version 21H2 for x64-based Systems
11 for x64-based Systems

Server, version 20H2 (Server Core Installation)
10 Version 20H2 for x64-based Systems
Server 2022 Azure Edition Core Hotpatch
Server 2022 (Server Core installation)
Server 2022

10 Version 21H1 for x64-based Systems
Server 2019 (Server Core installation)
Server 2019

10 Version 1809 for x64-based Systems

CVE-2022-3015
7

Microsoft
Microsoft
Microsoft

Microsoft

SharePoint Server Subscription Edition
SharePoint Server 2019
SharePoint Enterprise Server 2013 Service Pack 1

SharePoint Enterprise Server 2016

© 2022 SFEPHE
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0. iR B

Sy

4.1 #TEH

AT T AR S SCRF 7 AR AT T2 Z DA EIRIRR 2 2 4h T, s B2 R
Wi PR R 2B T HEAT 4, B0 B

https://msrc.microsoft.com/update-guide/en-us/releaseNote/2022-Jun

e BT Mg RS, TR A @SR, Windows Update (T 558 A] G L 2%
Weo FPAEZBANT G, LIRS A AN T2 5 e 55

A il Windows Blbw, JEFREN), EREHEH AL 4 -“Windows B ¥, &H 1%
T ERRRE R, WAl R P Sl A D T O

BEXS ARl 22 B (BT, AT e SE T A4 AR B S O N B, BB T R
T F RS, 3 “Microsoft BEHT H "Wk N AR P A I 2220

Bk : imiEyIR

e CVE %S bRl EEEE
Windows Hyper-V it
Role: Windows Hyper-V CVE-2022-30163 PR, Critical
AT NS IR
Windows LDAP - Windows # &2 H
Lightweight Directory CVE-2022-30139 | VA ¥ (LDAP) Critical
Access Protocol TFEARAS HAT IR
Windows 2% 344
Windows Network File B .
CVE-2022-30136 | R &AL HAT e Critical
System .
1
.NET #I' Visual Studio
.NET and Visual Studio CVE-2022-30184 N i Important
5 2Tk 25 YR V]
Azure JTUE B LA
Azure OMI CVE-2022-29149 | 45 (OMI) HrRLde Important
FH il

© 2022 SRR
mo AFFER - 1L -


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30163
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30139
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30136
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30184
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-29149
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ST CVE w5 RTRPRRE TEEE
Azure RTOS GUIX
Azure Real Time Operating 3 B
CVE-2022-30179 |Studio T FEfCALHAT Important
System .
T 1]
Azure RTOS GUIX
Azure Real Time Operating 3 B
CVE-2022-30178 |Studio i FEfCALHAT Important
System .
Il
Azure Real Time Operating Azure RTOS GUIX
CVE-2022-30180 e Important
System Studio {55 .7l #& IR
Azure RTOS GUIX
Azure Real Time Operating B B
CVE-2022-30177 |Studio ZFRACHD AT Important
System .
¥Rl
Azure Service Fabric Azure Service Fabric
CVE-2022-30137 N . Important
Container A AR T e
Intel: CVE-2022-
21127 FRIREATAREE
Intel CVE-2022-21127 . o Important
DX R A BT
(SRBDS HEH7)
JERF/R: CVE-2022-
Intel CVE-2022-21123 |21123 F:ZZZ X% Important
#E1LHC (SBDR)
JERF/R: CVE-2022-
Intel CVE-2022-21125 |21125 FLZZZph X% Important
P KHE (SBDS)
JERF/R: CVE-2022-
Intel CVE-2022-21166 |21166 %421 {7 2eil Important
45N (DRPW)
Microsoft Office {5 &
Microsoft Office CVE-2022-30159 ) . Important
it &5 e Ve
Microsoft Office {5 &
Microsoft Office CVE-2022-30171 . o Important
it 5 IR 7
Microsoft Office CVE-2022-30172 |Microsoft Office {2 5. Important

© 2022 SFEPHE
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30179
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30178
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30180
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30177
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30137
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-21127
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-21123
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-21125
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-21166
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30159
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30171
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30172

=-NSFOCUS

AR ARG AT I TR

B CVE w5 b opEp Ayl FEEEE
Mt % I il
Microsoft Office ZLFE
Microsoft Office CVE-2022-30174 . P Important
ARASPAT I
Microsoft Excel ZEFE
Microsoft Office Excel CVE-2022-30173 . P Important
ARAPAT I
Microsoft SharePoint
Microsoft Office SharePoint| CVE-2022-30158 |Server iZmFfCAdHAT Important
TR
Microsoft SharePoint
Microsoft Office SharePoint | CVE-2022-30157 |[Server ZFEfHGHHAT Important
TR
Windows A
Microsoft Windows ALPC | CVE-2022-30160 | i F& i FH 435G TR Important
M|
Microsoft Windows Codecs HEVC M4 R imfE
CVE-2022-29119 . P Important
Library A PAT IR
Microsoft Windows Codecs HEVC M4 B imfE
CVE-2022-30188 . JN. Important
Library A PAT IR
Microsoft Windows Codecs AV1 LAY e i FEAR
CVE-2022-30167 . Important
Library AT IR
Microsoft Windows Codecs AV1 WA R AR
CVE-2022-30193 . Important
Library AT IR
Microsoft Windows Codecs HEVC A0y e f
CVE-2022-29111 . . Important
Library AAEPAT I TR
Microsoft Windows Codecs HEVC A0 e f
CVE-2022-22018 . P Important
Library A HAT IR
Microsoft AR %%
Remote Volume Shadow )
CVE-2022-30154 | #¥-G 5 & HACHAR &% Important
Copy Service (RVSS) L
(RVSS) AT
Microsoft SQL Server
SQL Server CVE-2022-29143 Important

© 2022 SFEPHE
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30174
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30173
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30158
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30157
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30160
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-29119
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30188
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30167
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30193
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-29111
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-22018
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30154
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-29143

—
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M= CVE /5 IR TEREE
WinSock FFUHE IR
Windows Ancillary Function .
CVE-2022-30151 | {f Windows #fiBh Important
Driver for WinSock o
DIRe SR BN FE
Microsoft Photos App
Windows App Store CVE-2022-30168 o . JNEN Important
RS AT I il
Windows Autopilot
Windows Autopilot CVE-2022-30189 | & FEANEM &= Important
i H B s T
Windows % %3k 5
Windows Container
CVE-2022-30131 | FS i yESeIRZNFEF Important
Isolation FS Filter Driver o
R T TR
Windows Container
Windows Container
CVE-2022-30132 |Manager fRSS4FFUIR Important
Manager Service L
T+
Windows Defender
Windows Defender CVE-2022-30150 Remote Credential Important
Guard AU
Windows JI1 % SCA:
Windows Encrypting File B
CVE-2022-30145 | R4 (EFS) mFEfLHS Important
System (EFS) P
AT IR
Windows )7 52
Windows File History . - B )
CVE-2022-30142 |13z fEPATAIE IR Important
Service .
1
Windows Installer 4F
Windows Installer CVE-2022-30147 . Important
BRI
Windows iSCSI &
Windows iSCSI CVE-2022-30140 | R4S EFEARMSHAT IR Important
I
Kerberos
Windows Kerberos CVE-2022-30164 |AppContainer %41 Important

RESE LI IR

© 2022 SFEPHE
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30151
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30168
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30189
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30131
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30132
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30150
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30145
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30142
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30147
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30140
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30164

=-NSFOCUS

Translation (NAT)

i (NAT) FE40AR 55

ST CVE w5 RTRPRRE TEEE
Windows Kerberos 4
Windows Kerberos CVE-2022-30165 . Important
BT
Windows W5 &
Windows Kernel CVE-2022-30162 . . Important
it 5 I 7
Windows WAZIE4
Windows Kernel CVE-2022-30155 . Important
k55 IR T
Windows LDAP - Windows #2&2% H
Lightweight Directory CVE-2022-30143 | V5 H ¥ (LDAP) Important
Access Protocol AR AT IR
Windows LDAP - Windows &2k H
Lightweight Directory CVE-2022-30161 | F 1A ¥ (LDAP) Important
Access Protocol TR HAT IR
Windows LDAP - Windows &2k H
Lightweight Directory CVE-2022-30141 | VA ¥ (LDAP) Important
Access Protocol AR AT IR
Windows LDAP - Windows & 2% H
Lightweight Directory CVE-2022-30153 | x4 A 1/3 (LDAP) Important
Access Protocol AR AT IR
Windows LDAP - Windows #&2% H
Lightweight Directory CVE-2022-30149 | =%V iA i (LDAP) Important
Access Protocol AR AT IR
Windows LDAP - Windows #&2%k H
Lightweight Directory CVE-2022-30146 | xVjiA ¥ (LDAP) Important
Access Protocol AR AT IR
Windows Local Security N
KM Z NN T RS
Authority Subsystem CVE-2022-30166 . Important
S5 SR T
Service
Windows Media
Windows Media CVE-2022-30135 . Important
Center REAUHE I
Windows Network Address Windows [%2% il 1t
CVE-2022-30152 Important
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30165
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30162
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30155
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30143
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30161
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30141
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30153
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30149
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30146
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30166
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30135
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30152

= -NSFOCUS

M= CVE 5 b EY Ay FEEEE
TR
Windows FFfi k7S
Windows PowerShell CVE-2022-30148 |fi & (DSC) 15 Eiltsz Important
JRiF
Windows SMB {4
Windows SMB CVE-2022-32230 . Important
IR 55 U ]
A ER

ARG AN AT RAER W BEAAE R 22 4z I, S BB AN it 22 45 4 T 3R BT AT fRAE BR
AV HITARSR A2 40 A5 PR SIS B 3 B AR T ELRZ B T4 K Jm 2R Bk,
B E AN DT, xR L 2 e B AR E AN N MR T 5T

2R R W I 2 A B OB, . IR BB 3k b 2 iy, I AUERIIEIE
ZRNER RN, ORFEBENERHAR. RESGEFHLRT, MM ERBSEE G
B e NN, A UAE A5 2O Tl H .
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30148
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-32230

