= NSFOCUS

M1 AREEMZAN T mEE
MRS

W E%5%5 NS-2024-01 W KAHE  2024-01-10

‘

B RAEE XHEMAARZEEIFPRRE, TEREEME. JRET . ZEAEHITSE.
B TAG

LA, Microsoft Exchange Server. Microsoft Office. Windows Kernel

==
==
NSFOCUS

© 2024 FHBE




—

w-NSFOCUS

—. R

1410 H, 8P CERT WM EIGE KA 1 A 22 EHANT, BE T 49 N2,
# & Windows. Microsoft Office. Microsoft SQL Server. Microsoft Visual Studio %)z i
I, K e iz eTaesadiwi . m AR AT IR IR 45 & G iR 2R 8.

A O BRI, PEARE YK (Critical KIETHA 24, EE (Imp
ortant) JiA 47 4>, EAHICH FUSIRERTAN T TR, SRR ARG S H K.

SR

https://msrc.microsoft.com/update-guide/releaseNote/2024-Jan

—. EgimhEng

RS 7 St AU A T S8 R e V] R S M O e b 2 B o 0, 5 S M S R BRI, 1SR S P R
BEAT ORI

Windows Kerberos %2 IhEE5R1IKIFH(CVE-2024-20674):

Windows Kerberos 77— ~% 4 it 5eid il (CVE-2024-20674), 4t & 4 iEfIAH
AWt ] LIS g 7 ] ATt (MITMD B3 Atk A i 10 286 38 B 1 A SRR FH G TR VAL, 28 ) 1)
2 FHE FHURIEERN Kerberos 11 B LLE R4 1 Kerberos £ 3 5k k55 #% . CVSS 1435 9.
0.

B 7
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-20674

Microsoft i H & 304 R BR & F K 1H (CVE-2024-20653):

Microsoft it ] H &3 RGEAFAE — MR IR T (CVE-2024-20653), 4l 3 ) 7 &
B VUE A A 1t A b 25 308 1o 32 A7 | R P SRR e L, T RASRAS H AR R G0 SYSTEM AR .
CVSS ¥ 4 7.8.

B 7 8

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-20653

Win32k £ FR £ FJ%iF(CVE-2024-20683):
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Windows Win32K 77E — /MU IR # TR I (CVE-2024-20683), T3 HFE 7 %A £ Wi
n32k I IEAHEAT 22 AR, FA I A RR A A B0t T AR iZ R TR R THRUR 22 SYS
TEM. CVSS iF4 R 7.8.

EWiliNgiize Y

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-20683

Windows Hyper-V iz #2547 ¥%F (CVE-2024-20700):

Windows Hyper-V H £ E— M A H47 IR (CVE-2024-20700), 1%k i 1A BT
Windows Hyper-V H} 5% 5 S5 AFIE 1 i, AH 4R R0 45 b oz R Bt 35 T AR FH 2% AR 56 40 0 R 2 B
ARG EHATIE SRS . CVSS Wy 7.5,

BT I

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-20700

Windows WZIFR$EFHIRIF(CVE-2024-20698):

Windows P A7 — MR $E R (CVE-2024-20698), H T AKX Windows 1% IEH#
BEAT 2 A BRI, 2ol T B IR A 0o 2 08 S AT o O R P v AR TR 22 SY
STEM. CVSS ¥4 7.8,

BT I

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-20698

ZEREEE F e EAREPATRF (CVE-2024-21307):

Remote Desktop Client f77£ — N ZFEAASIAT IR (CVE-2024-21307), HImFE SR
S PR SE G ARG R, T GRS IEFEIT R 28 By 43 96 UE A R Mk R AR e
Hir R4 E AT EERIS. CVSS 13N 7.5,

EWliNgiize Y

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21307

Microsoft SharePoint Server ZFEXLHATHIF(CVE-2024-21318):

Microsoft SharePoint Server f77E — Mz AL HAT IR (CVE-2024-21318), HT Mi
crosoft SharePoint Server %I F &R NIHIEA 2, G 3d & 30 0E (12 72 ik 35 v] Lok
R R 4 N AL 18 25 B FE P IFLE B bR R4 EHUTAE ARG, CVSS WA 7.5,

EWliNgiize Y

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21318
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Windows Cloud Files Mini Filte ZXz)#2 AR £ 71 (CVE-2024-21310):

T Win32k 7 1) 87 F2 7 AR SEAT IR 8 10 22 A PR, BTk % Windows Cloud Files Mi
ni Filte SXEIFEFF IERAREAT 22 4 BR A1, BA IR IR 0 2ty M ot 2 it e ) 2 e i 2 0 22 4 PR A
MIMAE H bR & 40 E5ETH 2 SYSTEM AR, HIER M 2¢H.. CVSS ¥ 7.8,

EWsplik=giizeF

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2024-21310
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RiR%S SR AR A
CVE-2024-20674 | Windows Server 2012 R2 (Server Core installation)
CVE-2024-20653 | Windows Server 2012 R2
CVE-2024-20683 | Windows Server 2012 (Server Core installation)
Windows Server 2012
Windows Server 2008 R2 for x64-based Systems Service Pack

1 (Server Core installation)
Windows Server 2008 R2 for x64-based Systems Service Pack
1
Windows Server 2008 for x64-based Systems Service Pack 2
(Server Core installation)
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Serv
er Core installation)
Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2016 (Server Core installation)
Windows Server 2016
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems

Windows 10 for x64-based Systems
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Windows 10 for 32-bit Systems

Windows Server 2022, 23H2 Edition (Server Core installation)
Windows 11 Version 23H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows Server 2022 (Server Core installation)
Windows Server 2022

Windows Server 2019 (Server Core installation)
Windows Server 2019

Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
CVE-2024-20700 | Windows Server 2022, 23H2 Edition (Server Core installation)
CVE-2024-20698 | Windows 11 Version 23H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems

Windows 11 version 21H2 for x64-based Systems
Windows Server 2022 (Server Core installation)
Windows Server 2022

Windows Server 2019 (Server Core installation)

Windows Server 2019
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Windows 10 Version 1809 for x64-based Systems
CVE-2024-21307 | Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows Server 2008 R2 for x64-based Systems Service Pack
1
Windows Server 2008 R2 for x64-based Systems Service Pack
1 (Server Core installation)
Windows Server 2012
Windows Server 2012 (Server Core installation)
Windows Server 2012 R2
Windows Server 2012 R2 (Server Core installation)
Windows Server 2016
Windows Server 2016 (Server Core installation)
Windows Server 2019
Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)

© 2024 ZHERE W NI



-

w-NSFOCUS

CVE-2024-21318 | Microsoft SharePoint Server Subscription Edition
Microsoft SharePoint Server 2019

Microsoft SharePoint Enterprise Server 2016
CVE-2024-21310 | Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems

Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)

Windows Server 2022, 23H2 Edition (Server Core installation)
e B C4F 14 Windows 10 20H2 flRAEAT4ES, 1EMHCH P AR EXF RS
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e TR, NI R ESE R, Windows Update #1557 AT RE HH IR
Weo FIPELEEANT G, LA RN T 2 15 BT BE 8T
A8 55 Windows bR, EFEE(N)", B B2 4"-“Windows ¥ 8", &HEIZN
I EFRE S, W] s AR R LKA I S SR .
BERE AR BT 2 25 I TE BT, AT e BT S AR BB B 7 R RO, @R P s
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B0 7= iy CVE %5 bR Zy TEEE
Windows Kerberos %41t
Windows CVE-2024-20674 o Critical
Seid i
Windows Hyper-V zfE4tHg
Windows CVE-2024-20700 P Critical
AT U A
Windows CVE-2024-20666 BitLocker %4:=TfiRE et i Important
Microsoft Office it FEAAHA
Microsoft Office CVE-2024-20677 J— Important
17 e
Azure Storage Mover iZF2AL
Azure CVE-2024-20676 JN Important
S 44T I ¥
Microsoft ODBC Driver izf%
Windows CVE-2024-20654 . P Important
AAD AT I T
Windows Group Policy #[R
Windows CVE-2024-20657 o Important
TR
Microsoft Virtual Hard Disk #X
Windows CVE-2024-20658 . Important
PR H T i i
Windows Message Queuing
Windows CVE-2024-20680 Client (MSMQC) Information Important
Disclosure
Windows Cryptographic
Windows CVE-2024-20682 -~ . . Important
Services ZFEARLHAT IR IR
Windows CVE-2024-20683 Win32k HFR T Important
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Windows Nearby Sharing &

Windows CVE-2024-20690 - Important
B s 1
Windows Themes 15 84 &%
Windows CVE-2024-20691 o Important
iR
Windows CoreMessaging
Windows CVE-2024-20694 Information Disclosure Important
Vulnerability
CBL Mariner 1.0
x64,Windows,CB
MITRE: CVE-2022-35737
L Mariner 2.0
CVE-2022-35737 SQLite allows an Important
x64,CBL Mariner
array-bounds overflow
2.0 ARM,CBL
Mariner 1.0 ARM
Windows Libarchive it
Windows CVE-2024-20696 o Important
kAT s T
Windows Libarchive ifEft
Windows CVE-2024-20697 P Important
AT IR ]
Windows Kernel R $2FI%
Windows CVE-2024-20698 . Important
T
Windows Hyper-V 544 JIk %%
Windows CVE-2024-20699 o Important
i
Hypervisor-Protected Code
Windows CVE-2024-21305 Integrity (HVCI) %4 RESE Important
o Y A
Remote Desktop Client if%
Windows CVE-2024-21307 . R Important
RS PAT IR
Windows TCP/IP 15 B #& I
Windows CVE-2024-21313 . Important
T
Microsoft Printer Metadata
Windows CVE-2024-21325 | Troubleshooter Tool iZf2{tH% | Important
AT I
.NET Core and Visual Studio
NET CVE-2024-20672 o Important
.26 i 55 Us ]

© 2024 FHBE

W NI




="NSFOCUS

.NET,Microsoft
Visual
Studio,Microsoft
SQL Microsoft.Data.SqlClient and
Server,Microsoft . System.Data.SqlClient SQL
CVE-2024-0056 . i Important
NET Data Provider Z4=Ihfgseid
Framework,Syste JeiA
m.Data.SqlClient,
Microsoft.Data.Sq
IClient
Microsoft Visual
NET, .NET Framework, and
Studio,Microsoft . . o
NET CVE-2024-0057 | Visual Studio Z4:Ihfg4eidiw | Important
il
Framework, . NET
Windows HTML Platforms %
Windows CVE-2024-20652 o Important
) ReSed I i
Microsoft Common Log File
Windows CVE-2024-20653 o Important
System AR $E TR
Microsoft Online Certificate
Windows CVE-2024-20655 | Status Protocol (OCSP) iz#2 Important
AL HAT I i
Microsoft Visual .
CVE-2024-20656 Visual Studio AR #& T Important
Studio
Microsoft Message Queuing
Windows CVE-2024-20660 N o Important
15 B R I i
Microsoft Message Queuing
Windows CVE-2024-20661 . Important
644 1k 55 I 1
Windows Online Certificate
Windows CVE-2024-20662 Status Protocol (OCSP) {5 & Important
P I
Windows Message Queuing
Windows CVE-2024-20663 Client (MSMQC) Information Important
Disclosure
Windows CVE-2024-20664 Microsoft Message Queuing Important
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Windows Server Key

Windows CVE-2024-21316 Distribution Service Security Important
Feature Bypass
Windows Subsystem for Linux
Windows CVE-2024-20681 . Important
BRI s ]
Windows CVE-2024-20686 Win32k AR AR Important
Microsoft AllJoyn API 54 il
Windows CVE-2024-20687 o Important
25U i
Microsoft Local Security
Windows CVE-2024-20692 Authority Subsystem Service Important
ESsEA |
Microsoft Bluetooth Driver &
Windows CVE-2024-21306 L Important
B I 1
Windows Kernel-Mode Driver
Windows CVE-2024-21309 . Important
FLPR 52 T s i
Windows Cloud Files Mini
Windows CVE-2024-21310 - Important
Filter Driver AR #2711
Windows Cryptographic
Windows CVE-2024-21311 N o Important
Services 15 51 #& IR
Microsoft .NET NET Framework 3544k 55w
CVE-2024-21312 i Important
Framework |
Microsoft Message Queuing
Windows CVE-2024-21314 N o Important
5 B 1 U
Microsoft SharePoint Server
Microsoft Office CVE-2024-21318 o o Important
AR AT T i
Microsoft Visual
Microsoft Identity Denial of
Studio,Azure,.NE CVE-2024-21319 Important
T service vulnerability
Windows CVE-2024-21320 Windows Themes 3 I i Important
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