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2018 4£ 1 H 4 H, E4MIF AN EE T "Meltdown”(CVE-2017-5754)F1"Spectre”(CVE-
2017-5753& CVE-2017-5715)F 4l CPU $5 i .
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Meltdown

RIA%S: CVE-2017-5754

Meltdown FT 1 FH P R FR P RO AE RG22 I e AR B BS o IX RISt Fo VAR v il
FARFR P ARAE RGN AE, & T LA B BUR Y, B S . Meltdown YRR 1
-FiA I Intel CPU F13E43 ARM CPU.

S5 %: https://meltdownattack.com/

Spectre

A% 5: CVE-2017-5715, CVE-2017-5753

Spectre FT#% T AFE N HERF ZBMEE. BRdridERkmTTE~Er Cerror-free) 3
HHMEEAEER . F b, RS 2 AR A M e B, ] el B AR 5
75552 3| Spectre 520 . 1 Spectre NZM A ) Intel CPU A1 AMD CPU, LR i)
ARM CPU. WA AHL . R55as. it SEHUIRS G20 shim 8 se TAL, #8322 iy 2
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Feo o3 hets Al 28 o 2 P i S S DAt 2 SR
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& xm Windows &
EHEE s Eiih&E
TS,
F|FEe
~ (KB40568592)
I = Windows 3 Vs TassEs
- EBECRATEFARICS

W Windows Defender

T oas
S wEwE STV
O #E AT B
© B=E
EneE
A EEBRMSE
I sEFEis HeE R Windows s TR ZE0EEH .
B Windows TSR EF SR

« 2018-EFTF Windows 10 Version 1709 9 01 EIREH, E8ET 64 NESH

d} IRENEE TR R R MIE R =S S, (FRITESA 8:00 F117:00, )

NGB FFFREEN, RHFEANEEREISOEEEEawEs), TTxER T, i

FRAE LR IRA 55 KB 5, TR 2248 https://portal.msrc.microsoft.com/en-

US/security-quidance/advisory/ADV180002 , & 2% M B A mIF & EH .

BRIERGIRE R KB 5
Windows 10 for 32-bit Systems KB4056893
Windows 10 for x64-based Systems KB4056893
Windows 10 Version 1511 for 32-bit Systems KB4056888
Windows 10 Version 1511 for x64-based Systems KB4056888
Windows 10 Version 1607 for 32-bit Systems KB4056890
Windows 10 Version 1607 for x64-based Systems KB4056890
Windows 10 Version 1703 for 32-bit Systems KB4056891
Windows 10 Version 1703 for x64-based Systems KB4056891
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Windows 10 Version 1709 for 32-bit Systems KB4056892
Windows 10 Version 1709 for 64-based Systems KB4056892
Windows 7 for 32-bit Systems Service Pack 1(Monthly Rollup) KB4056894
Windows 7 for 32-bit Systems Service Pack 1(Security Only) KB4056897
Windows 7 for x64-based Systems Service Pack 1(Monthly Rollup) KB4056894
Windows 7 for x64-based Systems Service Pack 1(Security Only) KB4056897
Windows 8.1 for 32-bit systems KB4056898
Windows 8.1 for x64-based systems KB4056898
Windows Server 2008 R2 for Itanium-Based Systems Service Pack

1(Monthly Rollup) KB4056894
Windows Server 2008 R2 for Itanium-Based Systems Service Pack

1(Security Only) KB4056897
Windows Server 2008 R2 for x64-based Systems Service Pack 1(Monthly

Rollup) KB4056894
Windows Server 2008 R2 for x64-based Systems Service Pack 1(Security

Only) KB4056897
Windows Server 2012 R2 KB4056898
Windows Server 2016 KB4056890

HATM RSk T A BB 12 H Meltdown Rl Spectre KbEE23 IR, iV A0 7 ] 58 75 2474
Ry P L B . W SR AEAC A LN & AL 55 s BN R B4 1 BAh Rl Fy AL B 1 ST, )
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Intel J5T7E 1 A 4 5kA FHB SRR, KORIE 90%(1) CPU (I 5 1) [fFE#r=
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i R A RSE 1 (48 52 7 5 R I 2 [ 1 SR B 5 A B SR SR . BRIEZ AN, A E L,
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2.2Linux R4iEE

Red hat:

Mg AE D RATE S, HrhH 52 2500 507 i LA EPRES . AN AR X T IE
TEIEAT B2 GRS 7 il O ZL IR 2 7, s A0 i WOH P RS DAR I 48 55 SR AT S8 . iy 32 5
A RN B R AN T
Ret Hat 2243l i Hiudik:
https://access.redhat.com/security/vulnerabilities/speculativeexecution
% 3| Meltdown SZ1 #1724 7
Red Hat Enterprise Linux 7( 5 #7)

Red Hat Enterprise Linux 6 7 5 #r)
Red Hat Enterprise Linux 51 5 )
RHEL Atomic Host(f 5 %)

Red Hat Enterprise MRG 2 (£ 5 #1)
3| Spectre 521 F17 i 4 FR

Red Hat Enterprise Linux 7 (&5 #7)
Red Hat Enterprise Linux 6 (543 5 #7)
Red Hat Enterprise Linux 5 (f~ 5 #7)
RHEL Atomic Host (1% 5 #7)

Red Hat Enterprise MRG 2( ¥ #)
Red Hat Virtualization 3ELS. 4(RHEV-H/RHV-H)( 5 #T)
Red Hat OpenStack v6 ({5 #7)

Red Hat OpenStack v7 ({5 #7)

Red Hat OpenStack v8 (1 5 #7)

Red Hat OpenStack vO(f§ 5 #r)

Red Hat OpenStack v10 (f+ 5 #7)

Red Hat OpenStack v11 ({5 )

Red Hat OpenStack v12 ({5 5 #7)
CentOS:

CentOS HIBAII HTH[] 64 17 (x86_64) CentOS 7 1 [MZAMAKAT WAL 244N T,
HABE T HATE KK Meltdown (JAWT) 1 Spectre (#4R) MM . CentOS 7 3T Red
Hat Enterprise Linux 7, AR EH24E Red Hat TR AT RIMEE AN T FiEAT & il
AL o
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H RTAFAE ) 8 R 3 45 kernel-3.10.0-693.11.6.e17.x86_64.rpm, kernel-abi-whitelists-
3.10.0-693.11.6.el7.noarch.rpm, kernel-debug-3.10.0-693.11.6.el7.x86_64.rpm, kernel-
debug-devel-3.10.0-693.11.6.el7.x86_64.rpm, kernel-devel-3.10.0-
693.11.6.el7.x86_64.rpm L\ X kernel-doc-3.10.0-693.11.6.el7.noarch.rpm.

4k kernel-headers-3.10.0-693.11.6.el7.x86_64.rpm, kernel-tools-3.10.0-
693.11.6.el7.x86_64.rpm, kernel-tools-libs-3.10.0-693.11.6.el7.x86_64.rpm, kernel-tools-
libs-devel-3.10.0-693.11.6.el7.x86_64.rpm, perf-3.10.0-693.11.6.el7.x86_64.rpm
python-perf-3.10.0-693.11.6.el7.x86_64.rpm .75 F 5 .

ZHHE
CentOS 6 kernel Security Update

https://lists.centos.org/pipermail/centos-announce/2018-January/022701.html

CentOS 7 kernel Security Update

https://lists.centos.org/pipermail/centos-announce/2018-January/022696.html

Debian:
4% Meltdown JRiiR AL 5 357 .
S5 RE: https://security-tracker.debian.org/tracker/CVE-2017-5754

Ubuntu:

Ubuntu %4 [IBA ) Dustin Kirkland Z7r#cih T 220d 742 Hiilk, &4 Ubuntu
12.04 ESM (Extended Security Maintenance), Ubuntu 14.04 LTS, Ubuntu 16.04 LTS #iI
Ubuntu 17.10 7EN FIT A AL T SCRPIRAS I Ubuntu & AT IRASER 22 21T 3R 1 55 .
25554 https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown
SUSE:

B oA LR SUSE Linux (SLE) #4t Meltdown 5 Spectre #h T 538 Ml B 7 ik,
WAt AMD 5 Intel AR AR foRE PRI A5 QEMU / KVM BT

H AT PR AL R SLE JRA T -

SLES 12 SP3

SLES 12 SP2

SLES 12 SP1-LTSS

SLES 12-LTSS

SLES 11 SP4

SLES 11 SP3-LTSS

SUSE Caas Platform

SEERE: https://www.suse.com/c/suse-addresses-meltdown-spectre-vulnerabilities/
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Fedora:

CUEFXT Fedora Linux #:1E R4 (& Fedora26. Fedora27 fix4) 5 Rawhide (W% 4.15 &
ZPMRRA) PR AL AN T, DLURKE 2] Meltdown Bt i) 6 5

254 https://fedoramagazine.org/protect-fedora-system-meltdown/

=. Windows R&Z4# T M

Windows HI /] LU F Powershell SREC A & 75 2248 1 IERRI SERTAE R, Bl 5 7 ZAoh
(58T . P £E 5 3l PowerShell I, 25 Cro DAE 3 ORUR JE 201K, DA 222 I 75 (1)
Bk, {8 T Y Powershell fir4, K #EJF2% Powershell 5, H -1l Meltdown
Al Specter [KIHLFE -

Install-Module SpeculationControl

R B T & 2R B R, W LgT LR s
Set-ExecutionPolicy Allsigned

XA, RPRTUIBATER — 54

Get-SpeculationControlSettings

FEIBATIR M & Ja B BUR 2R3, AT DUINZM T ) CPU AR 2, IR
S

EN EE5: Windows PowerShell — O *

rzet injection]

Speculation control =etting r CVE—2017-5754 [xoz ata cache load]

Hardware requires kernel Wi

n contrel mit
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s A B TCTE AT, AR R SEAEBUR MR A S8 IF R BRIE A -

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\Memory Management" /v FeatureSettingsOverride /t REG_DWORD /d O /f
reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager\Memory Management" /v FeatureSettingsOverrideMask /t REG_DWORD /d 3 /f

EEHANT G, Ris4T Get-SpeculationControlSettings #:1F. 4R A WA Al e HI1E .
LG L LR 45

Administrator: Windows PowerShell
nch target injection]
ion mitigation is present: True

Speculation control settings for CVE-2817-5754 [rogue data cache load]

WEFTREHE Meltdown #h T B4 %30, {H2 Spectre il (CVE-2017-5715) BEAE
B, LIS N AR AR P G TR A P LA ST A S P B AN H
B IR S5 23 BRI B AL T AA R RS, AT TRT DA D7 il e SR AL, 2238 9 56 B
BAMEFT .

MR —VIESE, A e R RN, W
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EN Administrator; Windows PowerShell

PS C:\WINDOWS\system32> Install-Module SpeculationControl
PS C:\WINDOWS\system32> Get-SpeculationControlSettings
Speculation control settings for CVE-20817-5715 [branch targ

Speculation control settings for CVE-2017-5754 [rogue data cache load]

Mk AeTOASE D, AR EAE True I, i 27F Windows R4 mEHE T Meltdown
1 Spectre Il .

/0. Windows Meltdown Spectre #M T T R

HAT, #87 Windows % 7 w] DU A4 5 AR 4b T A I T RSHAT Rl A 2, % T
HEEDRENIN Z 1T RGBS A LRAN T, WRAR RS RGRAB TR R 23, H
A SCREX DU RGURA R H 2k A E Z 42 .

CELR A+ T 3 iR e 75 ettt 1
Windows Server 2008 R2 for Itanium-Based Systems Service Pack 1
Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2012 R2
Windows Server 2016
Windows Server 2016 Version 1709

F P A4 Windows Meltdown Spectre £ T #00l T 2 bat, PLUE PR SRR ISATZ B4,
BT 2 )5, "TUE S T AR EERIIRRE AN T 2 h s, Rty g, R TAZFZAR
GURRANN 23T R — 25 BRI FE 5 m#h T 1 22
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Houl.e

www . hsfocus . com

W%Iﬂﬁﬁi%ﬁ§%W$W§ﬁﬁ%ﬁo

& Windows Meltdown Spectre#h T #3ITH V1.0 By Nsrocus_-:"@'-&'

CUE-2817-5715.. CUE-2817-5753:

P A S EAR Y L RS R 0B ok T IRt AT 2225 00 n], 2238 515 L B B 5 fdikh 1
g, FEVEEMLE, RSNAN windows Server 2008 R2 Service Pack 1 [ ' 4E R #Ab
T ERHE & U HRYE H /) cpu RS TIERE.
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MR A Windows #MT FAxT R T £ 53R

RIERGHRE

YR KB =

#HT THSEE

Windows 10 for

http://download.windowsupdate.com/d/msdownload/updat
e/software/secu/2018/01/windows10.0-kb4056893-

, KB4056893

32-bit Systems x64_d2873bb43413d31871ccbh8fea213a96a714a6f87.ms
u

Windows 10 for http://download.windowsupdate.com/c/msdownload/updat

x64-based KB4056893 | e/software/secu/2018/01/windows10.0-kb4056893-

Systems x86_h2a28dc6845c85fd32dcd511e3f73f82e46d355f.msu

Windows 10 .

Version 1511 http://download.windowsupdate.com/c/msdownload/updat

for 32-bit KB4056888 | e/software/secu/2018/01/windows10.0-kb4056888-
x86_0493b29664aecObfe7b934479afb45fe83c59cbe.msu

Systems

Windows 10 http://download.windowsupdate.com/d/msdownload/updat

Version 1511 KBA0S6888 e/software/secu/2018/01/windows10.0-kb4056888-

for x64-based x64_4477b9725a819afd8abc3e5b1f6302361005908d.ms

Systems u

Windows 10 http://download.windowsupdate.com/c/msdownload/updat

Version 1607 KBA056890 e/software/secu/2018/01/windows10.0-kb4056890-

for 32-bit x86_078b34bfdc198bee26c4f13e2e45cb231ba0d843.ms

Systems u

1//\2::5:/?61(?7 http://download.windowsupdate.com/c/msdownload/updat

for x64-based KB4056890 | e/software/secu/2018/01/windows10.0-kb4056890-
x64_1d0f5115833be3d736caeba63c97cfad2cae8c47.msu

Systems -

Windows 10 http://download.windowsupdate.com/c/msdownload/updat

Version 1703 KBAO56891 e/software/secu/2018/01/windows10.0-kb4056891-

for 32-bit x86_5e2d98a5cc9d8369a4acd3b3115789a6b1342159.m

Systems su

Windows 10 http://download.windowsupdate.com/c/msdownload/updat

Version 1703 KBAO56891 e/software/secu/2018/01/windows10.0-kb4056891-

for x64-based
Systems

X64_59726a743b65a221849572757d660f624ed6ca9e.ms
u
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http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x64_d2873bb43413d31871ccb8fea213a96a714a6f87.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x64_d2873bb43413d31871ccb8fea213a96a714a6f87.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x64_d2873bb43413d31871ccb8fea213a96a714a6f87.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x64_d2873bb43413d31871ccb8fea213a96a714a6f87.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x86_b2a28dc6845c85fd32dcd511e3f73f82e46d355f.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x86_b2a28dc6845c85fd32dcd511e3f73f82e46d355f.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056893-x86_b2a28dc6845c85fd32dcd511e3f73f82e46d355f.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x86_0493b29664aec0bfe7b934479afb45fe83c59cbe.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x86_0493b29664aec0bfe7b934479afb45fe83c59cbe.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x86_0493b29664aec0bfe7b934479afb45fe83c59cbe.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x64_4477b9725a819afd8abc3e5b1f6302361005908d.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x64_4477b9725a819afd8abc3e5b1f6302361005908d.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x64_4477b9725a819afd8abc3e5b1f6302361005908d.msu
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/01/windows10.0-kb4056888-x64_4477b9725a819afd8abc3e5b1f6302361005908d.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x86_078b34bfdc198bee26c4f13e2e45cb231ba0d843.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x86_078b34bfdc198bee26c4f13e2e45cb231ba0d843.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x86_078b34bfdc198bee26c4f13e2e45cb231ba0d843.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x86_078b34bfdc198bee26c4f13e2e45cb231ba0d843.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x64_1d0f5115833be3d736caeba63c97cfa42cae8c47.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x64_1d0f5115833be3d736caeba63c97cfa42cae8c47.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056890-x64_1d0f5115833be3d736caeba63c97cfa42cae8c47.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x86_5e2d98a5cc9d8369a4acd3b3115789a6b1342159.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x86_5e2d98a5cc9d8369a4acd3b3115789a6b1342159.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x86_5e2d98a5cc9d8369a4acd3b3115789a6b1342159.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x86_5e2d98a5cc9d8369a4acd3b3115789a6b1342159.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x64_59726a743b65a221849572757d660f624ed6ca9e.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x64_59726a743b65a221849572757d660f624ed6ca9e.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x64_59726a743b65a221849572757d660f624ed6ca9e.msu
http://download.windowsupdate.com/c/msdownload/update/software/secu/2018/01/windows10.0-kb4056891-x64_59726a743b65a221849572757d660f624ed6ca9e.msu
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Windows 10 i
Version 1709 http://download.windowsupdate.com/d/msdownload/updat
for 32-bit KB4056892 | e/software/secu/2018/01/windows10.0-kb4056892-
x86_d3aaf1048d6f314240b8c6fe27932aa52a5e6733.msu
Systems
Windows 10 http://download.windowsupdate.com/c/msdownload/updat
Version 1709 KBA056892 e/software/secu/2018/01/windows10.0-kb4056892-
for 64-based x64 ad1a378cf9ae609152b505¢c40e691cal228e28ea.ms
Systems u
Windows 7 for .
39-bit Svstermns http://download.windowsupdate.com/c/msdownload/updat
. Y e/software/secu/2018/01/windows6.1-kb4056894-
Service Pack KB4056894
x86_c4ea3ab351bledb45c0977e0e2e4607bl7eeaba7.m
1(Monthly
su
Rollup)
Windows 7 for http://download.windowsupdate.com/d/msdownload/updat
32-bit Systems KBA0S6897 e/software/secu/2018/01/windows6.1-kb4056897-
Service Pack x86_bb612f57e082c407b8cdad3f4900275833449e71.ms
1(Security Only) u
Windows 7 for .
«64-based http://download.windowsupdate.com/d/msdownload/updat
: e/software/secu/2018/01/windows6.1-kb4056894-
Systems Service | KB4056894
x64_4ddb21dbf40b3a7c41el7b4bf04242d8b48a5ac3.ms
Pack 1(Monthly U -
Rollup)
Windows 7 for
x64-based http://download.windowsupdate.com/d/msdownload/updat
Systems Service | KB4056897 | e/software/secu/2018/01/windows6.1-kb4056897-
Pack 1(Security x64_2af35062f69ce80c4cd6eef030eda3lcas¢c109ed.msu
Only)
, http://download.windowsupdate.com/d/msdownload/updat
Windows 8.1 for )
372 bit svsterms KB4056898 | e/software/secu/2018/01/windows8.1-kb4056898-v2-

Y x86_f0781f0b1d96c7b12a18c66f99cf94447b2fa07f.msu
Windows 8.1 for http://download.windowsupdate.com/c/msdownload/updat
x64-based KB4056898 | e/software/secu/2018/01/windows8.1-kb4056898-v2-
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