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H, #xBFHL CERT WM A A AT EE T —4> Linux WIZARIZTHET (CV
E-2024-1086) HI401i{E 8 55 T E, BT Linux WAZI neftfilter: nf_tables 414 1F7E R
JEEAMAH I, nft_verdict_init() ¥R VFES T E A IEEAE AR TR, 29 NF_DR
OP K H AT NF_ACCEPT K EFERES, nf_hook_slow() pai%l & 5 HOE R BRI, A
Hh Y 2 R FH IR R o] R E AR $E T 2 root AR . B ATIRIR PoC AFF, WEAMHCH PR
PRI T EAT B 4 o

Netfilter /& Linux WZIRHEI)—MHEZE, & o VFPLE & CALBRAR 77 1) 7% 20 S 3 4 A 5 1Y) 4%
FHORHIEEAE . Neffilter %t (01 38 . 48 bk 4 Fs 1 5 s gt 1 B M Th BRI ERAE, &A1
SR A I 0 4% 5] R A A A L R Bk X 46 R BBUR T BT R ) T RE

S
https://bugzilla.redhat.com/show_bug.cgi?id=2262126
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® 3.15 <= Linux kernel < 6.1.76
® 6.2 <= Linux kernel <6.6.15
® 6.7 <= Linux kernel <6.7.3

® Linux kernel = 6.8-rc1

. %1 Redhat. Ubuntu. Debia % Linux &A7 /250

AN RR A

® Linux kernel = 4.19.307
® Linux kernel = 5.4.269
® Linux kernel = 5.10.210
® Linux kernel = 5.15.149

® Linux kernel >=6.1.76
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® Linux kernel >= 6.6.15
® Linux kernel >=6.7.3

® Linux kernel >= 6.8-rc2
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Linux 40  m] DUE I BF WA BT 24 5T R S0 SR Ve BN, BRI RGNK
ZNEYSN et/ IR

cat /proc/version

[root@test ~]# cat /proc/version
Linux version 3.10.0-514.26.2.e17.x86_64 (builder@kbuilder.dev.centos.org) (gcc

version 4.8.5 20150623 (Red Hat 4.8.5-11) (GCC) ) #1 SMP Tue Jul 4 15:04:05 UTC
2017
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41 BIEHR

HETE 77 CTHOA IAIE ZiZ0sR, 152500 R A AT B9, B F
#WEEHE: https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=f342de4
e2f33e0e39165d8639387aa6c19dff660

Redhat: https://access.redhat.com/security/cve/CVE-2024-1086

Ubuntu: https://ubuntu.com/security/CVE-2024-1086

Debian: https://security-tracker.debian.org/tracker/CVE-2024-1086

Centos: https://lists.centos.org/pipermail/centos-announce/2024-March/099235.html

4i{5: https://src.uniontech.com/#/security_advisory detail?utsa_id=UTSA-2024-00063

Jilti% . https://kylinos.cn/support/loophole/patch/5561.html
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AR I TeVR AT T CE T, w8 LA 15 e AT I i Bl 47«
12 WRME S AT E, " LLEE iS22 netfilter (nf_tables) PAZIEHREEAE -

RedHat/CentOS:
# echo 'blacklist nf_tables' >> /etc/modprobe.d/blacklist-nf_tables.conf
# dracut -f

# reboot

Debian/Ubuntu:
# sudo echo 'blacklist nf_tables' >> /etc/modprobe.d/blacklist-nf_tables.conf
# sudo update-initramfs -u

# reboot

B IR N AZ AN B A4 BB, 155 [ https://access.redhat.com/solutions/41278.
2. WHRTEREER ZAEE, H TR Linux JEA 46 E 1, XF user_namespace (H
4 S E])D) AT IR

RedHat/CentOS:
# echo "user.max_user_namespaces=0" > /etc/sysctl.d/userns.conf

# sysctl -p /etc/sysctl.d/userns.conf

Debian/Ubuntu:

e 22 ] -

# sudo sysctl -w kernel.unprivileged_userns_clone=0

KA :

# echo kernel.unprivileged_userns_clone=0 | sudo tee /etc/sysctl.d/99-disable-unpriv-usern

s.conf
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