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Russia MUST BE STOPPED! Help Ukraine WIN!

English version

The "official" news in the Russian Federation is mostly fake and we
believe it is better to shut them down and let people switch to trustful
news.

Please, just open this page and let it be open on your devices. It will
flood the Russian propaganda websites and pose a huge load on their
infrastructure.

Your browser will be slow. It's ok, don't worry and keep it run.

‘A small contribution from each of us will save Ukraine

URL
https://lenta.ru/
https://ria.ru/
https://ria.ru/lenta/
https://www.rbe.ru/
https://www.rt.com/
http://kremlin.ru/
http://en kremlin ru/
hitps://smotrim.ru/
hitps://tass.ru/
https://tvzvezda.ru/
hitps://vsoloviev.ru/
hitps:/iwww.Ltv.ru/
https://www.vesti.r/
hitps://online sberbank.ru/
https://sberbank .ru/
https://zakupki.gov.ru/
hitps://www.gosuslugi.ru/
https://er.ru/
https://www.rzd.ru/
https://rzdlog.ru/
https:/ivgtrk.ru/
https://www.interfax.r/
hitps://www.mos.ru/uslugi/
http://government.ru/
https://mil.r/
hitps://www.nalog.gov.ru/
htps://customs.gov.ru/
hitps://pfr.gov.ru/
https://rkn.gov.ru/

Pycckas Bepcus

Ykpainceka Bepcis

«OpunHanEHLie» HOBOCTH B PO n0MHLI nponarasis K

IDKMBYIO HH(POPMAIHMIO 0 COGLITHAX Ha YKpauHe. Ml cyHTaeM, 4To
TIyHIIe MX 3aKPLITh H NO3BOHTE MOAAM TEPeKTIOUHTECA H
NOCTOBEPHbLIE HOBOCTH.

TMoxanyiicTa, OTKPOWTE 3Ty CTPAHMITY Ha BAIIMX YCTPOiicTBax. 310
3aLET poccHiicKue mponar ue caiThl M co3facT

OTPOMHYI0 HArPY3KY Ha HX HH(PACTPYKTYpY.

Baw Opaysep Oynet paGoTars Mefnenno. Bee B nopsjke, He
BOJIHYHTECE H [EPXKHTE €ro OTKPLITHIM.

HeGoIL10# BKJIaj KK/I0T0 H3 HAC CTIAceT YKpauHy i,

Number of Requests

1267
266
265
267
266
281
283
266
265
267
266
265
267
266
265
267
266
265
265
266
265
265
266
281
265
266
265
265
266
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«Ody HOBHHH B PO TIpOnaraHay Ta

GpexmiBy incropmanito mpo nofii B Ykpaini. Mi BBRXaEMO, 110 Kpaie
1X 33KPHTH Ta [03BOMNTH MOJAM NEPEKTIOUHTHCS Ha T0CTOBIpHI
HOBHHH.

Bym, macka, BiAKpuiiTe Mo CTOPIHKY Ha BaroMy npuctpoi. Lle sakupjae
PDC]ﬁClw[(] ]'Ip()l'lﬂl'ﬁ[mﬂﬂ’l‘i)b[{.i CcafiTH 3aIMATaMK Ta CTBOPHUTE BEITHYE3HE
HABAHTAKCHHS Ha IXHIO iH(PaCTPYKTYpY.

Bauw Gpaysep npamosaTiMe NoBinbHO. Bee rapasf, He XBrumoiiTeca Ta
TPHMAITE HOro BUIKPHTHM,

Hepemxuii BHECOK KOMCHOTO 3 HAC BPATYE YKpaiHy .,
Number of Errors
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https://lenta.ru/ FriEiEeE
hittps:/ /ria.ruf FriEigEmk
https:/ /ria.ruflenta EriEiE o
https:/ /www.rbc.ru HrimtEe
hittps:/ fwww.rtcom FriEEeR
http:// kremlin.ru SR
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https:/ /tass.ru FiERE
https:/ /tvevezda.ru i e
hittps:/ /wsoloviewv.ru FrimEeR
https:/ fwww. lbv.ru Frimigas
https:/ /www.vesti.ru HimiEE
https:/ fonline sberbank.ru RiTene
https:/ /sberbank.ru EfTER
hitps:/ fzakupki gov.ru BrAF
hitps:/ fwww.gosuslugl.ru BrRF
https://er.ru B
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https:/ /rzdlog.ru S
https:/ fvgtrk.ru TR
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http:// government.ru B
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https://pfr.gov.ru BB RS
hittps:/ /rkn.gov.ru BUAHE{S S
https:/ fwww.gazprombank.ru $EfTER
https:/ fwww.vtb.ru RfTER
https:/ /www.gazprom.ru EERER
https:/ /lukoil.ru HilBER
https:/ /magnit.ru EHAT
https:/ /www.nornickel.com FllEs
https:/ fwww.surgutneftegas.ru RS
https:/ /www.tatneft.ru ail
hitps:/ fwww.evraz.com ru PR
https://nlmk.com i

https:/ /www.sibur.ru e T
https:/ fwww.severstal.com PR
https:/ /www.metalloinvest.com FHaE
https://nangs.org RIS,
https:/ /rrk-group.ru/ru i

https:/ /www.tmk-group.ru e
hittps:/ fyandex.ru ERERRERS 8
https:/ /yandex.by EERRERSSE
https:/ /www.polymetalinternational.com/ru SRl
https:/ /www.uralkali.com,/ru [ta= il
https://www.eurosib.ru BER
hittps:/ fomk.ru BER

https:/ /mail.rn.gov.ru {EIRE
https:/ /cloud.rkn.gov.ru i ey
https://mvd.gov.ru B

https:/ /pwd.wto.economy.gov.ru B
https://strol gov.ru BT
https:/ /proverki.gov.ru BRF

https:/ /www.gazeta.ru EriEiE o
https:/ /www.crimea.kp.ru i e
https://www.kemmersant.ru HriEiE
https:/ /riafan.ru FimiESt
https:/ /www.mk.ru HimiEE
https:/ fapi sberbank.ru/prod,/tokens/v2 /sauth $EfTER
https:/ /api sberbank.ruy prod/tokens/v2/oidc EfTER
https:/ /www.vedomosti.ru HimiEE
hitps:/ /sputnik.by/ AEPE
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Stas Klymenko um a Cherry.
Helping with Russian websites DDoS. - Hello, good people! Pis help rt and do!
1.1M requests already sent.

Exactly as the picture from the page says, please open this page and let it

You can join here. Just open the website and requests will go automatically. stay opened on your devices to help fights » cyber-field

Your browser may be slow at this moment. speaking.

7943.6288993297459

Eric Alink

Er is een campagne geopend die maar drie seconden van e tijd kost en
absoluut navolging verdient. Help de desinformatie door Russische

Poc
a websites, die ook Europa destabiliseert, te stoppen. Hier:
';;,) Russia MUST BE STOPPED! Help Ukraine WIN!

Open this link in your browser!

#StandWithUkraine
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34.83.64.96

rDNS: 96.64.83.34 bc googleusercontent.com.
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Domain

Nameserver

Domain registrar

MNameserver
organisation

near.page

ns-cloud-al.googledomains.com

nic.google

whois.markmonitor.com

Contact Privacy Inc. Customer 12410033126, Redacted For Privacy, Redacted For
Privacy, REDACTED FOR PRIVACY, Canada

Organisation

DMNS admin

Top Level Domain

DNS Security
Extensions

IR Bl SR S LT 2021 4F 4 H 22 H.

Certificates cri.shiD  Logged At it Not Before Mot After

6069711082 2022-01-28
6060951964 2022-01-28

5988291385 2022-01-16
5968607255 2022-01-13
5697968520 2021-11-29

5697970445 2021-11-29

5636502038 2021-11-19
5626914036 2021-11-17
5311699268 2021-09-30

5311692705 2021-09-30

5262875785 2021-09-21
5262854839 2021-09-21
5262817564 2021-09-21
5262817561 2021-09-21
5075534619 2021-08-20
5075534059 2021-08-20
4738539393 2021-06-21
4735686685 2021-06-21
4413731426 2021-04-22
4413731881 2021-04-22

cloud-dns-hostmaster@google.com

Page (.page)
Enabled
Commeon Name Matching Identities Issuer Name

2022-01-28 2022-04-28 *.near.page *.near.page C=US, O=Let's Encrypt, CN=R3

near.page
2022-01-28 2022-04-28 *.near.page *.near.page C=US, O=Let's Encrypt, CN=R3

near.page
2022-01-16/2022-04-16 near.page near.page C=US, 0=Google Trust Services LLC, CN=GTS CA 1D4
2022-01-13|2022-04-13| www.near.page \www.near.page .0=Google Trust Services LLC, CN=GTS CA 1D4
2021-11-29|2022-02-27 | *.near.page *.near.page C=US, O=Let's Encrypt, CN=R3

near.page
2021-11-29|2022-02-27 | *.near.page *.near.page C=Us, 0=Let's Encrypt, CN=R3

near.page
2021-11-19|2022-02-17 |near.page near.page C=US, 0=Google Trust Services LLC, CN=GTS CA 1D4
2021-11-172022-02-15 www.near.page \www.nearpage C=Us, 0=Google Trust Services LLC, CN=GTS CA 104
2021-09-302021-12-29 *.near.page *.near.page C=US, O=Let's Encrypt, CN=R3

near.page
2021-09-30/2021-12-29 *.near.page *.near.page C=Us, O=Let's Encrypt, CN=R3

near.page
2021-09-21|2021-12-20|near.page near.page C=US, O=Google Trust Services LLC, CN=GTS CA 1D4
2021-09-212021-12-20 www.near.page www.nearpage C=US, 0=Google Trust Services LLC, CN=GTS CA 1D4
2021-09-21 2022-09-20 www.nearpage www.nearpage C=Us, 0="Cloudflare, Inc., CN=Cloudflare Inc ECC CA-3
2021-09-21 2022-09-20 www.near.page www.nearpage C=Us, 0="Cloudflare, Inc.", CN=Cloudflare Inc RSA CA-2
2021-08-20 2021-11-18 *.near.page *.near.page C=US, 0=Let's Encrypt, CN=R3
2021-08-20 2021-11-18 *.near.page *.near.page C=Us, O=Let's Encrypt, CN=R3
2021-06-21/2021-09-19|*.near.page *.near.page C=US, O=Let's Encrypt, CN=R3
2021-06-212021-09-19 *.near.page *.near.page C=US, O=Let's Encrypt, CN=R3
2021-04-22 2021-07-21 *.nearpage *.near.page C=US, O=Let's Encrypt, CN=R3
2021-04-22|2021-07-21|*.near.page *.near.page C=US, O=Let's Encrypt, CN=R3
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Russia and Belarus HTML DoS

English version

For security concems, you are able to simply save the
webpage, and run locally - as well as view the source. It is
entirely HTML and browser interpreted.

The "official" news in russian federation and belarus are all
fake and we believe it is better to shut them down! The
government sites and banks are also taking a hit!

Please, just open this page and let it be open on your
devices, it will flood the web-sites and pose a huge load
on their infrastructure

Pycckas Bepcus

"OcbHLMaNEHEIE" HOBOCTH B D - 3TO Teartp abcypaa U Ml
CUMTAEM, UTO 3TO HY}KHO OCTAHOBMTH!

ToxanyiicTa, NpOCTo OTKPOWTE 3Ty CTPaHHUY Ha CBOSM
KOMMLHTEPE M OCTABTLE BKMANKY OTKDHITOA, OHa GyneT
@BTOMAaTWUECKH  HarpyXaTb  CaifTel  POCCHACKOM
nponaraHsi.

Session Status

YkpaiHcbKka Bepcis
OdpilidiHi HOBMHW B pd - ue TeaTp
BBaXaEMO, Lo Le Tpeba 3ynuHuTIl

abcypny | mu

Byab Nacka, NPOCTO 3anulTe BiAKPUTOK L0 CTOPIHKY Ha
CBOEMY  koMmioTepi W06  BOHa  ABTOMATHUHO
HaBaHTaKyBana caiTi pociiickKol nponaraHzn.

The number of GET requests and error responses for each targeted website is shown below. Failure to fetch is normall That means their servers are overloaded

https:/absolutbank.ru/

requests: 217
erors: 0

requests: 17
erors: 0

hitps://www.agroros.ru/

httpsiwww.avangard.ru/rus/

https://ai-bank.ru/

and dropping packets - which is the goall

Resume

requests: 17
erors: 0

https://bank.yandex.ru/

https://www.avtogradbank.ru/

https://www.autokreditbank.ru/

requests: 17
erors: 0

https:/www.ak-bars.ru/

=, BEARSH

stop-russian-desinformation.near.page % GUIH 7 NN 3o 55— N T4
FE, AFEEE. B AEaE =R, BB RKERA RS WU R % T TH
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[7] % 27 7 R b A SR SE B DOS Heily, U 5N — M HIMIESIER, O 66 7 ZEK
AR 2 i e A% P L

var targets = [
"https://lenta.ru/"’,
"https://ria.ru/’',
"https://ria.ru/lenta/’,
"https://www.rbc.ru/"',

"https://www.rt.com/"',
‘http://kremlin.ru/"',
"http://en.kremlin.ru/"',
"https://smotrim.ru/"',
‘https://tass.ru/’,

ERIEE RIS, B THEKA timeout, {73 HTTP & RASGER MBI, W HE H AR RS 24 103
P, 5%/ DD OS Wi H K. [FN#FH Get iK% E ‘no-cors’ Rz, [H1EN% 253
AT W3S SR AN o] ANRAE IR 5 28R (BT I N 2%, /N T 28 s R R T

async function fetchWithTimeout(resource, options) {
const controller AbortController();
const id = setTimeout(() == controller.abort(), options.timeout);
fetch(resource, {
method: 'GET',
mode: 'no-cors',
signal: controller.signal
}).then{(response) => {
clearTimeout(id);
response;
}).catch({error) == {
clearTimeout(id);
error;

};
}

EFTFZM TG, R LRt & & T LTANER, B RT3 0l s i SRR S 2 5
e, HAELEWEN. —BEARKEMANRVIHXANIH, MaEk DDOS Y. 1 Hix#
DDOS Wit T B i ke & KA i E S B AR, T irsiE,




[x ﬂ Elements GConsole Sources Network Performance Memary Application Lighthouse Recorder & @1265 41 B 1046 Q H x

® ® W Q | [OPreservelog | [ Disablecache Nothroting v = @ £+ # o

Filter [ Invert [ Hide data URLs All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [ Has blocked cookies (] Blocked Requests
(] 3rd-party requests

500 ms. 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms 4000 ms 4500 ms H

Name Status Domain Type Initiator Size T. | Waterfall A
[J 7117.8149128920...  (pending) www.uralkali.com fetch (index): 134 0B |P..
[ rkn.gov.ru (pending) rkn.gov.ru fetch (index):134 0B P
O en.kremiin.ru [blocked:mix... | en.kremlin.ru fetch (index):134 0B |0
[ ru/ (pending) www.polymetalinternationa... 'fetch (index): 134 0B P.
[ tass.ru (pending) tass.ru fetch (index):134 0B |P
[ 7945.6088371570... | (blocked:mix... | kremlin.ru fetch (index):134 0B 0.
[] 737.66118251619...  (pending) magnit.ru fetch (index): 134 0B |P..
[ 7237.4118303127... | (pending) www.nalog.gov.n fetch (index):134 0B P.
[ pfrgov.ru (pending) pfr.gov.ru fetch (index):134 0B |P..
[] mvd.gov.ru (pending) mvd.gov.ru fetch (index): 134 0B P.
[ 7356.4639604338... | (pending) www.siBULIU fetch (index):134 0B P.
O erru (pending) erru fetch (index):134 0B P.
[J 7171.5389846066... ' (pending) www.gazprombank.ru fetch (index):134 0B |P.
[ 7546.7029788347... | (pending) www.gazprombank.u fetch (index):134 0B P.
[J www.gazpromban... | (pending) www.gazprombank.ni fetch (index):134 0B |P..
[0 7146.5932752947... | (pending) www.tatneft.ru fetch (index): 134 0B P
[0 www.severstal.com | (pending) www.severstal.com fetch (index):134 0B (P..
[] mail.rkn.gov.ru (pending) mail.rkn.gov.ru fetch (index): 134 0B |P.
[0 zakupki.gov.ru (pending) zakupki.gov.ru fetch (index):134 0B |P.
[ 746.83931430625... | (pending) yandex.ru fetch (index):134 0B P..
[] www.mk.ru (pending) www.mk.ru fetch (index): 134 0B |P..
O ruf (pending) rmk-group.ru fetch (index): 134 0B P
[ rzdiog.ru (pending) rzdlog.ru fetch (index):134 0B |P..
[J 7569.0939127430...  (pending) www.metalloinvest.com fetch (index): 134 0B |P.
[ 7708.9665155855... | (pending) WWw.eUrosib.ru fetch (index):134 0B P

3701 requests | 0 B transferred | 0 B resources

BERE—MERMIGERKEL, HAPH Refer 52 7 AHIGSh Mkt . https://stop-
russian-desinformation.near.page/. A5 i il LB AL & Refer 15 B X /301 3R A& 5 & AR B
FIt R AL 1 7 5 17 >R

» Request Headers

Provisional headers are shown Learn more
Referer: https://stop-russian-desinformation.near.page/
sec-ch-ua: " Not A;Brand";w="99", "Chromium";v="98", "Google Chrome";v="98"
sec-ch-ua-mobile: 7@
sec-ch-ua-platform: "mac05"
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 18_15_7) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/98.8.4758.88 Safari/537.36
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