w="-NSFOCUS

Apache Struts FPEBEEE(XXE)FEN
iE3E S2-069 (CVE-2025-68493) &

=33
=]

B EB%54%S  NS-2026-0001 W EAHY  2026-01-12
B RRAfEE WEHEFERER, TSIEE A ERIELRE%.

B TAG Apache Struts. XXE. S2-069. CVE-2025-68493

==
==
NSFOCUS

© 2026 SFHEMH




=-NSFOCUS

—.  imiEgE

IEH, g8 CERT i3] Apache kKA %4/, 18E T Apache Struts #h#5K
I (XXE)E NI S2-069 (CVE-2025-68493) ; 1T Apache Struts [{] XWork 414 7E fif
Hr XML e B i AR BT B0 UE, Bk vl i i % s i) XML B N SRk, A
RIS 2 BUR SO . AT IR S5 A o ity SR Oh i BAE 48 /IR 55 2ok . CVSS 143 9.8, 1BAHK
PR CR U AT B
Apache Struts & H T-flld Java Web B F2F HFIEIESE, B7EH Java Web & 42
fe—ARiE. BAKH S T RIS, NMAERTZ.

SE G
https://cwiki.apache.org/confluence/display/\WW/S2-069

—. ®ieE

R RRA

@ 2.0.0 <= Apache Struts <= 2.3.37 (EOL)
® 2.5.0 <= Apache Struts <= 2.5.33 (EOL)
® 6.0.0 <= Apache Struts <=6.1.0
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<dependency>

<artifactld>jstl</artifactid>

<version>l.2</version>

</dependency>

<dependency>

<groupld>javax.servlen</groupld>
<artifactld>jsp-api</artifactld>

<version>2.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupld>javax.sezvler</groupld>

<version>3.l.0</version>

<scope>provided</scope>

</dependency>

<dependency>

<groupld>grg.apache.struts</groupld>

<artifacglgd uts2-core</artifactld>
<version /version>

</dependency>

WA EE lib P OEESE struts iR

v kb
commons-Bleupload jar
COMMONE-10 Jaf
common-lang jar
freemarker jor
* ognljar
struts2-annotations jar
stnatsd-core jar
» 1 com.opensymphony xworkl
v Dy META-INF
» [ mavenorg.apachestrtsstrutsl-core
¥, DEPENDENCIES
#; LICENSE
s MANIFEST.MF
" NOTICE
i README tat
e Struts-tagetid
i org.apache.strutsl
i components
i config
i COrvernion
i dispatcher
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Hou ™ L e e L) reywa |
imple;version=*2.5.13" ,template.xhtal ;version=*2.5.13"
Isplementation-Title: Struts 2 Core
Built-By: lukaszlenart
Tool: Bnd-0.0.357
Isplementation-Vendor: Apache Software Foundation
Implementation-Vendor-Id: org.apache.struts
Specification-Title: Struts 2 Core
Bundle-License: http://www.apache.org/licenses/LICENSE-2.0.tx
Bundle-SymbolicName: org.apache.struts.2-core

T Struts 2 Core

reated-By: 1.7.0_80 (Oracle Corporation)

Implementation-URL: http://struts.apache.org/struts2-core/

Bundle-Vendor: Apache Software Foundation

Build-Jdk: 1.7.0_80

Bundle-Version: 2.5.13

Bnd-LastModified: 1503486700076

Bundle-ManifestVersion: 2

Bundle-Description: Apache Struts 2

Import-Package: com.opensymphony.xwork2;version="2.5",com.ope
.xwork2.config;version="2.5" ,com.opensymphony.xwork2.config.
version="2.5",com.opensymphony.xwork2.config.impl;versions"2
pensymphony . xwork2.config.providers;version="2.5",com.opensy
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[*] done_http:7, undo_http:0, undo_port:@, undo_task:0, req:2/34, finger:0, vuln:@
[INF] 2026—01-12 17:33:39 [distribute.go:208] finger: http://

[INF] 2026-01-12 17:33:39 [distribute.go:208] finger: http:// -/ -..a 2:18080/

[*] done_http:7, undo_http:@, undo_port:@, undo_task:0, req:2/37, finger:2, vuln:0

T H F#848: https://github.com/m-sec-org/EZ/releases
S P M-SEC #:[X (https://msec.nsfocus.com) F il 47 F -
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-Djavax.xml.accessExternalDTD=

-Djavax.xml.accessExternalSchema=

-Djavax.xml.accessExternalStylesheet=
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