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F o
& 4.1 2020 £ 10 AFTIBHMIEXMRIRIB 5
EDB-ID J He g5 R AN
48835 Mida Solutions Remote Code Mida eFramework 2.8.9
Execution
48857 Karel Directory Traversal | Karel IP Phone IP1211
48847 SpinetiX Username SpinetiX Fusion Digital Signage
Enumeration 348
48846 SpinetiX CSRF SpinetiX Fusion Digital Signage
3438
48845 SpinetiX Database Backup SpinetiX Fusion Digital Signage
Disclosure 348
48844 BrightSign LLC File Delete Path BrightSign Digital Signage
Traversal Diagnostic Web Server 8.2.26
48843 BrightSign LLC Server-Side BrightSign Digital Signage
Request Forgery Diagnostic Web Server 8.2.26
48842 Sony Remote Stack Sony IPELA Network Camera
Buffer Overflow 1.82.01
48871 Cisco Systems, Inc. Path Traversal Cisco ASA and FTD 9.6.4.42
48863 D-Link Denial of Service D-Link DSR-250N 3.12
48908 Comtrend Corporation | Persistent XSS Comtrend AR-5387un router
48903 Hisilicon Unauthenticated HiSilicon Video Encoders
RTSP buffer
overflow (DoS)
48902 Hisilicon Full admin access | HiSilicon Video Encoders
via backdoor
password
48901 HiSilicon RCE via HiSilicon video encoders
unauthenticated
upload of
malicious firmware
48900 HiSilicon RCE via HiSilicon Video Encoders
unauthenticated
command injection
48899 HiSilicon Unauthenticated HiSilicon Video Encoders
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4k 2= 2 BUZS B ST B R

file disclosure via
path traversal

48952 ReQuest Remote Code ReQuest Serious Play F3 Media
Execution Server 7.0.3

48951 ReQuest Remote Denial of | ReQuest Serious Play F3 Media
Service Server 7.0.3

48950 ReQuest Debug Log ReQuest Serious Play F3 Media
Disclosure Server 7.0.3

48949 ReQuest Directory Traversal | ReQuest Serious Play Media Player
File Disclosure 3.0

48948 GX Group XSS Genexis Platinum-4410

48958 Embedthis Software Digest GoAhead Web Server 5.1.1

LLC Authentication

Capture Replay
Nonce Reuse

4.3 HER R AR E L

A H % BRIk R G 3k Bk B 54355 A TP B9 3545149 K17 7]
EREE. HE o 36. 50%8 77 53 KA X Wik IR EHATH A EE
TAT A, AE 54. 93%RY 17 5] 1E 3k F RATIR A 2] T ¥ MY Linux &4 AT .
Webshell 4. HITP R EIZRMN 4T A4,

MTHEFTUF R, BEEE, SWHENRENLEAT ST R,
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6000

5000

4000

3000

2000

1000

2020/10/1
2020/10/2
2020/10/3
2020/10/4
2020/10/5
2020/10/6
2020/10/7
2020/10/8
2020/10/9
2020/10/10
2020/10/11
2020/10/12
2020/10/13
2020/10/14
2020/10/15
2020/10/16
2020/10/17
2020/10/18
2020/10/19
2020/10/20
2020/10/21

2020/10/22
2020/10/23
2020/10/24
2020/10/25
2020/10/26
2020/10/28
2020/10/29

W A] BEdr AT B OETRA A WA ATy W R R

4.2 IEHE IP REH

2020/10/31

AT B W IR R AR B9 L AT S, R R £ B LA TR e
TR~ W& BIKIF A % #£ Exploit-DB & 2 B4 I 78 A F F

Ao

= 4.2 FIHAB=ERZH Top 10 KA

CVE B

R 7 Exploit-DB %5 HE
Sony IP Camera Scan(possibly related to CVE-2018-3937/3938) 718509
MVPower DVR TV-7104HE 1.8.4 115215B9 - Shell Command edb-41471 242286
Execution (Metasploit)
AVTECH IP Camera / NVR / DVR Devices - Multiple Vulnerabilities | edb-40500 113834
D-Link Devices - HNAP SOAPAction-Header Command Execution | cve-2015-2051 86896
(Metasploit)
Eir D1000 Wireless Router - WAN Side Remote Command Injection | cve-2016-10372 | 22207
(CVE-2016-10372)
Multiple CCTV-DVR Vendors - Remote Code Execution edb-39596 18791
RS i SEEL 18491
GPON Routers - Authentication Bypass / Command Injection | cve-2018-10562 | 6699
CVE-2018-10561 / CVE-2018-10562
CVE-2017-17215 - Huawei Router HG532 - Arbitrary Command | cve-2017-17215 | 5852
Execution
Realtek SDK - Miniigd UPnP SOAP Command Execution | cve-2014-8361 4769

(Metasploit) CVE-2014-8361
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2020 £ 10 B Wk & BISE AR
4.4 HEBER B ERESLHEFH2H

AR R &t B R 54355 MR TP # 4T 94T, H P 46671 4~ IP &
R IRE AR ETEAT N, T £ A 50.28% MAIBE T EATH

B IP a2 ET 18N EXRMKX, NEXS,HELERE, PERZ,
H KB T 29, 46%.

Tl
THI
JEH/K
PR
EEA
7

B

B[ Je P I
<

SHES|

o

B CEEIPECE mIPHE
4.3 E#EMAER IPNERSHIHER
KAV ZR AR FEFR AR O RBEBFNREEFHETT 0807, X B
BATH— RN —ME IPWHIEFE—REFHF, FHNHERITHU
FREER IP A 2 MHATEI,
AREEES L, X RENEE S HRNTHEFRES,
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6000
5000
4000
3000
2000

1000

== |PE| 5 == L=|P=

W& R eSS E S AR

4.4 THIGEEENRA IP. KEBEHIEK IPBEES

5. DDoS W H 7S

5.1

DDoS X FHA T H A HF XK

HEHERE 393Tb, L TE,

200000
180000
160000
140000
120000
100000
80000
60000
40000
20000
0

T ANNTNONONO A NNTNONOODDO A ANM

O00000000 drdd ol ededed A NN NN

(e le) o) o) e ) o) Me) o) Me) le) e e) le) Me) o) le) o) le) Be) Ne) le) Ne) o))

0000000000000 0000O00000

0000000000000 0000000600

{ o o o o N o I O o I A A I A o o o o o B B o B

0000000000 D0000000000 00

NANANNNNNANNNNNNNNNNQSSQ

— TR/l = TR AR
51 WHEAREEHWHRE

20200924
20200925
20200926
20200927
20200928
20200929
20200930

120000

100000

80000

60000

40000

20000

0

2020 4 10 A, &ATEEZ DDoS K4k %k A 1843 & (event id
KAL)
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5.2 DDoS X &8 18] %] &

I F AR &

2020 £ 10 A, HHEKES 29 L8y DDoS H & & 7 2 # B &
Y 63% . 1X 1 A5 B 0 £ BY B o b BE IR R R AR AL IR S R AR AR,
B FEMEE A, URANREFEHERRSWA P EL, Eorfogt
. EKAYMN, ZREBHKERETELWERRE R E, FNKE
AT B R AR

2% 390%

4l

m VTS558 m5-105%h = 10-3094 w 30-60554h = 1-3/\it
m3-6/0\EF m6-12/N\EF w 12-24/0\at m 1RLAE

& 5.2 WiiFEERta) Gt
— X % DDos X & /& 5 4 A
MN—RK24/NFKFEHERE, 0 BB T EARTEER S,

180
160
140
120
100
80
60
40
20

0
01 2 3 45 6 7 8 9 101112 13 1415 16 17 18 19 20 21 22 23
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& 5.3 —Xrh DDos M SEFNF
— J& % DDos X 5 /& 51 4
M & B F DDoS Wi iE sl o k&, Bl =& WK T,

800
700
600
500
400

300

200
. I I I I
0
0 i 2 3 4 5 6

5.4 —[& DDos AT

o

5.3 DDoS & £ & H547

2020 F 10 A EE KAV B SYN £ 8, & B 35k 89 52%.
MimE &G th®%E, SYNFlood K @K HHE S &S, & 53%.
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SYN Flood

UDP Flood

DNS Request Flood
SSDP Reflection Flood
NTP Reflection Flood
ACK Flood

DNS Reflection Flood

ICMP Flood
BEX
-
HTTPS Flood BB
s s
HTTP Flood

5.5 WEHFEE N

5.4 10 F 4 DDoS A & F k5 #r

Ak & 2 fg B AR S IR HIR, BT — RS FiEH#HAT
MEMRENTH. SEMAEG MR RNERRTFFTE, BK
WEATHEET R ZBNER. LA a i, B RETHEHK
BOSERAKTANA, FEREFHEIEREURTAKAEFTEER L,
R AE 2020 4F 10 A &7 DDoS Z iz % 7% ([EFr nta & 4E) AT R K47,
32 24 A BIKTE K
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2020 £ 10 A

ERS

cluster_ddos@ntaoversea) si
pgang_20201001-202001101_
1

cluster_ddos@ntafoversea] si

pgang_20201001-202001101_

cluster_ddos@ntafoversea] si
pgang_20201001-202001101_
6

cluster_ddos@ntafoversea]_si
pgang_20201001-202001101_
7

cluster_ddos@ntaloversea]_si
pgang_20201001-202001101_
8

HMGmBME (BusE) < BrhBinE
11826 572
781 13
435 629
372 175
34 44

5.6 BFMAHFE top5 HELE

MAE & A Bk E & T %,

% 5.1 Fl{k Gangl0 B E{&

BRSNS

5682

448

4396

1392

SRR

37

22

4k 2= 2 BUZS B ST B R

BAbps

9997516

99955507

9997690666

99973333

9987686

BApps

599942

999424

99833

99833

99942

Atk cluster ddos@ntajoversea] sipgang 20201001-202001101
BHRBEGEL | 11826
LK)
B i E 572
BHEAHE 5682
HERRH 37
K bps 9997516
R K pps 99942
By KRB Ah SYN Flood (3591, 63.00%) , HTTPS Flood (603, 11.00%) , UDP Flo
od (512, 9.00%)
s H b 0 80 (2292, 40.00%) , 443 (1073, 19.00%) , 0 (171, 3.00%)
B iR K 1900 (353, 6.00%) , 0 (159, 3.00%) , 389 (115, 2.00%)
W VR B P45 % | 80 (5810, 49.00%) , 443 (5034, 43.00%) , 22 (4376, 37.00%)
B b
B IR B =A% | TCP (9785, 83.00%) , UDP (7012, 59.00%) , SSL (4854, 41.00%)
W VR B F=- R | HTTP (7350, 62.00%) , HTTPS (5153, 44.00%) , SSH (3978, 34.00%)
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4k 2= 2 BUZS B ST B R

i AN

B IER %% | Router (2027, 17.00%) , Camera (1507, 13.00%) , VoIP (117, 1.00%)

KEH

WHIRHEF=-] B | OpenBSD (2246, 19.00%) , Apache (2240, 19.00%) , nginx (1277, 11.
00%)

BB B -7 i

B iR-E K HE (2354, 20.00%) , £E (1785, 15.00%) , #m (1075, 9.00%)

BHR-A W (402, 3.00%) , INAFEEITEM (390, 3.00%) , HHEBAT (329, 3.
00%)

Bt IE-S T AN (6340, 54.00%) , HHIFK (240, 2.00%) , EAZHL (199, 2.00%)

B¥E-IDC 3% | HAh (8560, 72.00%) , IDC (3265, 28.00%)

BiRE-ZEE R | b (11820, 100.00%)

B IR-HLH HAh (11274, 95.00%) , netserv.ro (10, 0.00%)

WHE-BER | #£3) (1313, 11.00%) , HAh (1203, 10.00%) , vaptvn (758, 6.00%)

Bk Bn-ER | £HE (165, 29.00%) , FE (137, 24.00%) , BTELES (69, 12.00%)

Bt Bie-A ik (126, 22.00%) , EHHEM (52, 9.00%) , FIAFLEL (51, 9.00%)

B Bpm-3RmW | KA (238, 42.00%) , 94K (52, 9.00%) , [ (50, 9.00%)

Bt HFR-IDC 4% | IDC (545, 95.00%) , HAl (27, 5.00%)

%

By B An-Eubfs | HAth (572, 100.00%)

B

Wik B bs-lH microsoft.com (431, 4.00%) , zenlayer.com (36, 0.00%) , kirinnetworks.
com (35, 0.00%)

B Bn-2 B R | HAth (571, 5.00%)

B RGH-E % | 20200807 (680, 12.00%) , 20200716 (338, 6.00%) , 20200821 (303,

=

H

5.00%)
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BRG-BEE | 20200716 (2704, 6.00%) , 20200726 (2647, 6.00%) , 20200722 (2516,

HE 6.00%)

BRGH-BEE | 20200820 (45, 5.00%) , 20200726 (41, 4.00%) , 20200723 (39, 4.00%)

wEE

FERE-BEURE IP | 47.240.91.102 (4396, 2.00%) , 47.244.191.228 (2578, 1.00%) , 103.13.
229.143 (1381, 1.00%)

HEE-Zd BARIP | 128.1.217.251 (21926, 9.00%) , 128.1.217.245 (14631, 6.00%) , 128.1.
217.253 (13878, 6.00%)

-G | 2614270955193421427 (9387, 4.00%) , 8299811766094563558 (6694, 3.
00%) , 4410366264227284039 (6063, 3.00%)

5.5 )%

2020 4 10 A, RATE#EZ] DDoS K # k%% 4 1843 & (event id
AR ED) , KEHFERE 393Tb . 2020 45 10 A, KEHKES 44 LLA
1 DDoS K i T A H K HH 63%. A— K24 /N KELELKE, 0
BE T EARGEER T, NERE Y+ DDoS KEESI A fRE, A
TEREHIKE, 2020 F 10 AR FEHRIRE LA R SYN £A, FEK
TR 52%. NI E G H R E, SYN Flood X 2K M E & i &,
& H 53%. MR IE 2020 £ 10 A By DDoS X 4% ([E T nta $3E) #HA47
RENN, EEI 24 A BEKEK
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6. EPMEEH

6.1 DDoS 128 F M 10 A 2 & #EY

£ 2020 4 10 A 2 7y DDoS 18 F P4 7& 2+, I 15 2|y & = 4K
B9 HAPr T, Mirai (KA S EEH40E L, M Gafgyt HATEF, 1
Z_ F[ — H & K Dofloo #1 SDBot M| & k48 &= B i

10 A # | | #7 DDoS M i F £ £ Z  UDP flood 1 ACK flood.

10 AR Z WA THEEBF MEEHEWE M= REB/ZEH
A ColorCrossing. Digital Ocean 72 OVH % =

10 A #4289 1oT K Z &8 5| Fl 89 & RIFE A KK 55 7, HF
CVE-2017-17215 (4 % HG532 % & # ) . ThinkPHP &2 &4 34T I iF
A1 CVE-2018-10561 (GPON &1 ¥ i 28 & i A IESE T IRIED 4L /E 7T 3.

6.1.1 DDoS WHH M kFESA

2020 £ 10 A/ M 2| DDoS K H154- 17745 4, HEF @4k H=F

#8570, R E SAKK, AHHHEWT:
% 01 EFMEREEHREENT

Family Attack Count Percent

Mirai

Gafgyt 1729 20.18%

XorDDoS 127 1.47%
Nitol
X i} DDoS

2020 4 10 AN BB EE 448 2020 A 9 A TET 18%, iX
F ZJET DDoS 154 # e K T &, Gafgyt ik E 4448 — 2 B,
B Dofloo. SDBot 7 Yoyo % Z Bl & 4 & KM K ik £ 10 A 7 & Il
WEAEZ
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Bk 4 H B H

1053 9 R

Gafgyt XorDDoS

B 6.2 HEHHHER

PL10 %0 AR LR, &5k S & B0 B AT 5 K HY 52 AT (]

FRHAWT:
R 6.2 WHEBRRELETAESHK
Family Max Duration of Continuously Issued DDoS Cmd
XorDDoS 3 /NI
Mirai 44 73
Gafgyt 33 718
Nitol 13 734k

6.1.2 DDoS B4 K F IR P 4 i

AEFXIRE M ERGE T ARG T
& 6.3 WHFEHRRIRLH]

Family Variant Attack Count Percent
Mirai mirai

gafgyt left 1702 19.86%
Gafgyt gafgyt demon 17 0.20%
gafgyt builds 10 0.12%
XorDDoS xorddos 127 1.48%
DDOS.NITOL.S1POR3.WV
Nitol DDOS.NITOL.SOPOR0.WO
DDOS.NITOL.SOPOR15.WV

DDOS.NITOL.SOP3R7.WV
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R DDos | DDOS.TF SOPOROLO T o |

9 A 478 & By Gafgyt & ¥ gafgyt demon 7 10 A T #7E 3, M
gafgyt rebirth 74 4 . 7 Nitol & # DDOS.NITOL.SOPOR15.WV & 7 i I,
BMENL X .
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6.1.3 DDoS B E {4 C&C 47

k6.4 HWIESH

Country Count Percent
%M ﬁ
R X R A 21 14.58%
7 [ 11 7.64%
i 8 5.56%
P 7 4.86%
e [H] 7 4.86%
JBE R % T 7 4.86%
fuf == 7 4.86%
R By
%' Je il
B3 )
PN
IR
i [
I

LRANF R
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CQCERSS RIBER AR

5 10 15 20 25 30

o

colocrossing.com

digitalocean.com
ovh.com
buyvm.net
develapp.me
colo-n-host.com
hostwinds.com
relcom.ru
infocloud.tech
tencent.com
fibernetics.ca
FE =
beyondltd.co.uk
choopa.com
bladeservers.eu
spacelabshealthcare.com
pinspb.ru
nocix.net
hostclean.ro
globalcloudinfra.com
active-servers.com
hlvps.net
amazon.com

cj.net

vps.ag
quasinetworks.com
conncoll.edu
skh-enterprise.comspectraip.net
fastlink.net
eonix.net
mchost.ru
microsoft.com
interserver.net
H{s

ip-projects.de

itparad.com

6.3 CCHTB=MRZEREER™HNH

C&C = E#HE T =) #, #E4 W =84 Al £ ColorCrossing. Digital
Ocean 1 OVH, M 4NF 31 38 A~ A R BRI Y C&C & L= AW T & .

6.1.4 DDoS WiktRAVEEKE H R 44

i%;ﬁmﬂmiﬁm@ﬁ ﬁﬂﬂﬁﬂ&ﬁ¥&,ﬂm%g@ﬁﬁﬁ
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(#) , & 8~15 HHIFWKIEME,; XorDDoS (#) 7 13~19 H A& &
T 5 gafgyt left KB E N . T A1 DDoS (F) 7 8~12 W & &
T KL K E .

Wi t5 % 5 E H A

1800
W DDOS.NITOL.SOPOR15.W

\
= DDOS.NITOL.SOPORO.WQ
1600
M DDOS.NITOL.S1POR3.WV
1400 B DDOS.NITOL.SOP3R7.WV
m gafgyt_demon
1200 W gafgyt builds

M xorddos
1000

gafgyt_left

800

600

400

200

0
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
6.4 IHESEKXREBRS
6.1.5 DDoS X Frfff A FLOOD K%Y 4374
#+ 6.5 ITFr{E FLOOD & 4537
Flood Type Count (RIX¥ZiT) Percent

ACK flood 4068 23.91%
SYN flood 1660 9.76%
RARA 1084 6.37%
HTTP flood 724 4.26%
TCP flood 557 3.27%
DNS flood 339 1.99%
GRETH 190 1.12%
IP flood 164 0.96%
SMTP flood 2 0.01%
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6.1.6 IHFEMHH Linux/IoT iR

#1484V & CVE 2017 9841.CVE 2020 8218 #2 CVE 2020 3657.
AN, A HIT Mirai & FF Moobot F| F A~ BH 8 & Ik VE B9 1F I

Vulnerability Count
CVE-2017-17215 H
ThinkPHP 5 X Remote Command Execution 1091
CVE-2018-10561 864
CVE-2014-8361 684
Common_Shell Command Abuse 617
ZyXEL P660HN T vl ViewLog asp privilege escalation 581
JAWS Webserver unauthenticated shell command execution 436
CVE-2015-2051 427
CCTV-DVR Remote Code Execution 403
D Link DSL Devices_login cgi Remote Command Execution 397
Linksys E series Unauthenticated Remote Code Execution 349
CVE 2017 17215 2 325
Eir D1000_Wireless Router WAN Side Remote Command Injection 304
unknown_exploit ToolsCgi_moobot 20201103 295
CVE-2018-17173 291
Netgear DGN1000 1 1 00 48 Setup cgi Remote Code Execution 279
CVE 2019 16920 250
CVE-2016-6277 160
Vacron NVR RCE 151
D Link OS Command Injection via UPnP_Interface 144
Netlink. GPON Router 1 0 11 Remote Code Execution 131
CVE 2020 8218 96
CVE 2020 10173 46
CVE 2020 3657 21
vBulletin 5 6 2 widget tabbedContainer tab panel Remote Code Execution 20
Zyxel P660HN Remote Command Execution 17
CVE_2019 18396 14
CVE 2020 8515 11
CVE 2017 9841 11
NUUO_OS Command Injection 3 10
CVE-2017-6884 10
CVE-2014-909%4 10

41



2020 10 A W& Z = BSE AR

CVE 2014 2321

CVE 2017 5174

Seowon Slc 130 And SLR 120S Router RCE

zero_day 2020 09 04

CVE_2013_5948

Fastweb Fastgate 0 00 81 Remote Code Execution

CVE_2020 5722

CVE_2019 6989

CVE_2020 7209

CVE_2013_5912

unknown_exploit_SetNet 20200930

CVE_2020 13782

EnGenius RCE

CVE-2017-8221

AVCONG_systems management platform OGNL Remote Command Execution

DLink and TRENDnet ncc2 service multiple vulnerabilities

Edimax Technology EW 7438RPn_v3 Mini 1 27 Remote Code Execution

Apache Kylin 3 0 1 Command_ Injection Vulnerability

ACTi_ASOC 2200 Web_ Configurator 2 6 Remote Command Execution

CVE_2020_12109

AVTECH_IP_Camera NVR DVR Devices Multiple Vulnerabilities

wordpress_brute force

NN NN ] ] ] QA [0 00O

*= 6.6 WEEHFERRETH

6.2 BMHK 10 A H BB

S EETTHE, 2020 F 10 A B 5 W K& 75 50 £ 2w % B A A
Ao Kom 2 19 WHE R & 2% K £ 2 JRE A R 7 E, % AVTECH
IP # % 3L . MVPower % % . Dlink % f & #1 Redis WK EH &K % . B0
ARFTERET=. BE2LMERL R, DDOS KA & 77 H, dns
HHEIT 50%. 10 F £t 4 3% DDoS K AT % = ¢ #8iT 568 7 |, H+
K Y RS2 BT 8] 3k 50 /NEY 2 A

42
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6.2.1 WFHFEW

£ 10 A ity 318006325 & #4E +, H 2 I & &F & 159423744
K, b H 98.67%; JRIEFIF 457535 %k, &t 0.28%; & A BAR 1697147
ErRREEBELIURL. AARK AN TEEEMH
K, HF emotet ZTE XKk & b A, £ F 46.05%. 5% 55.28 %,

R, dt 1.05%:;

6.2.2 10 BB draRA 5B

100,000,000

80,000,000

60,000,000 +

40,000,000 4

20,000,000+

0

& 6.5 10 BIHELAB HLLFER

T T
19 80 135 137 3389 9987

E 6.6 10 AEERKONEELES
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6.2.3 10 H¥wIAF| HAATHES

= 6.7 10 BiRmREAFBXE S

A PR ARV €
vul EDB ID 40500 HTTP IpCameraNvrDvr AvtechlpCameraNvrDvrDevices /138690
vul EDB ID 41471 HTTP_DVRTV_MVPower 93776
vul EDB ID 37171 HTTP router DLink 78194
redis R IEAL T 7 g 29490
vul CVE 2018 14847 HTTP router MikroTik 29135
vul EDB ID 40740 HTTP_ Router EirD1000WirelessRouter 24224
vul CVE 2017 5638 HTTP_struts2 common 14314
vul EDB ID 44576 HTTP router GPONRouters 10163
vul EDB ID 36553 HTTP JBoss common 9661
vul EDB ID 39596 HTTP_CCTVDVR MultipleCCTVDVRVendors 9017
vul EDB ID 43414 HTTP router HuaweiRouterHG532 6102
vul CVE 2017 7504 HTTP_JBoss common 5001
vul CVE 2014 8361 HTTP_SDK Realtek 3077
vul CVE 2019 3396 HTTP_ Confluence common 2075
vul CVE 2017 10271 HTTP Weblogic common 1519
vul EDB ID 43055 HTTP router NetgearDGN1000 869
vul EDB ID 31683 HTTP router CiscoLinksysEseries 711
vul CVE 2018 1273 HTTP_Spring common 709
vul EDB ID 28333 HTTP router DLink 419
vul 1day0401 HTTP dvr LILINDVR 187

vul CVE 2020 8515 HTTP_Vigor DrayTek

74
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vul EDB ID 45135 HTTP router ASUSDSLN12E 52
vul EDB ID 44760 HTTP router DLinkDSL2750B 42
vul EDB ID 48225 HTTP GPONRouter Netlink 16
vul EDB ID 39568 HTTP ucs CiscoUCS 10
vul CVE 2014 6271 HTTP _GNUBash common 8

6.2.4 M BRI ARST

R RSB e F gt e T, R 9 AAEM, 10 ABHHAT L, 4
KSR O 19 B 7 7]) & B 3 60%, £% L Chargen DDoS & 71 .

27015 — 9987 —
0987 —_ I 3389 —. \
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Moldova 8350695
Russian Federation 6678294
China 5762604
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uname -a b IS 534585
cat /proc/cpuinfo | grep name | wc -1 IS 528450
cat /proc/cpuinfo | grep name | head -n 1 | awk '{print A S 527863
$4,$5,$6,$7,%$8,%9; }'
free -m | grep Mem | awk '{print $2 ,$3, $4, $5, $6, $7}' AR A 527671
Is -1h $(which Is) G A A 527508
* 612 WEREHBRTAKE IP
Bh1p B IR
5.188.86.165 5760981
5.188.86.168 5329767
45.227.255.207 5287364
5.188.86.206 4152612
5.188.86.167 4053852

47




2020 10 A Mg L BMSE Bk

HE IP A FEN

Low >

6.8 I IP £TkST

3k 33869 MEEAR, W R 45 MKk, 43 N TE M, BEFEAX

TR L

formbook
vbna
androm

waski

gamehackcf
playtech -
unruy —
jusched -
nitol —~
mirai —4
ramnit — /8
e oL — emotet =

574
C2 Server

@ cowesio iy dewntdadguide wapomi [ viflooder [ gafgyt ) ramnit e
@ mirai @ nitol @@ jusched @ unruy @@ playtech [ gamehackcf

nekonebot 0 tsunami ([ waski @ androm () vbna [ formbook
@ fakepdf @ mudrop @ others

[ 6.8 HWIRHAW RKIKS C2 27

48



2020 £ 10 A

6.2.4.4 HRHETE

4k 2= 2 BUZS B ST B R

10 A+ HRATEITH K 1620 FHufF, H WK a4 793 £, 41&
Bl 827 £, ATk 2635 ANIEE Z RJE 1P, W K 434114 N EH WY

4
i A8 (HRE

spameri@tiscali.it 732
berganzal 5000@yahoo.com 190
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gmail.com 120899
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Mysql1231 />, MS sql 17704 4>,
& B A R R P 4 5 A
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SET ARITHABORT ON;

SET CONCAT NULL YIELDS NULL ON;
SET ANSI NULLS ON;

SET ANSI NULL DFLT ON ON;

35561
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SET ANSI PADDING ON;

SET ANSI WARNINGS ON;

SET ANSI NULL DFLT ON ON;

SET CURSOR _CLOSE ON COMMIT ON;
SET QUOTED IDENTIFIER ON;

SET TEXTSIZE 2147483647;

lk8h3d /ADD&netsh advfirewall firewall add rule name=mssql dir=in action=allow
protocol=TCP localport=1433&netsh advfirewall firewall add rule name=web dir=in

action=allow protocol=TCP localport=80\'

exec sp_dropextendedproc \'xp_cmdshell\'; 17047
dbcc addextendedproc(\'xp _cmdshell\',\'xplog70.d11\") 17021
EXEC sp configure \'show advanced options\, 1;RECONFIGURE;exed 17011
SP_CONFIGURE \'xp_cmdshell\', ;RECONFIGURE;

xp_cmdshell \'net user k8h3d k8d3j9SjfS7 /ADD && net localgroup administrators 16999
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